
Legal and ethical responsibilities / Digital footprints

General Data Protection 
Regulation (GDPR)

• Be processed lawfully, fairly and openly in relation to individuals.
• Be collected for specific, clear and lawful purposes and not processed further in a way not conducive to these purposes.
• Be sufficient, relevant and limited to what is necessary in relation to the purposes for which the data is processed.
• Accurate and, where necessary, kept up to date; all reasonable steps must be taken to ensure that inaccurate personal data, 

in terms of the purposes for which the data was processed, is deleted or corrected without delay.
• Be kept in a way which does not allow the identification of the data subject beyond what is required for the purposes of 

processing personal data.
• Be processed in a way which ensures that the personal data is protected in an appropriate manner, including protection 

from unauthorised or unlawful processing ad from accidental loss, damage or destruction, using appropriate technical or 
organisational approaches.

The Computer Misuse Act 
(CMA) 1990

It helps to deal with problems caused by the misuse of computer systems. 

The CMA makes it an offence to: 
• access data without permission e.g., looking at someone else’s files 
• access computer systems without permission, e.g., hacking 
• alter data stored on a computer system without permission e.g., writing a virus which erases data intentionally.

Data Protection Act 
(DPA) 2018

The DPA applies to ‘all personal data’. Personal data is any information relating to an individual who can be directly or 
indirectly identified and, therefore, needs to be protected.

Investigatory Powers 
Act 2016 / Regulation of 

Investigatory Powers Act 
(RIPA) 2016

Before 2016 and since 2000, there has been a Regulation of Investigatory Powers Act (RIPA), regulating the powers of public 
bodies to undertake surveillance and investigatory work. It also regulates the interception of communications. 

Regulating the powers of public bodies to undertake surveillance and investigatory work. It also regulates the interception of 
communications.

The Act provides clear legal guidance to organisations, such as the security services and the police, to undertake surveillance 
work and access individuals’ digital communications, such as email, telephone calls, text messages etc.

Privacy

Only nine organisations, including the police and Ministry of Defence, were allowed to intercept and monitor electronic 
communication when the Act was originally passed in 2000. Thousands of organisations now have this right.

A number of people believe that the RIPA, and since 2016, the Investigatory Powers Act, threaten our privacy. The Investigatory 
Powers Act 2016 did mitigate some concerns that organisations misuse the RIPA as the Act was not keeping to its original 
main aim of upholding the law and protecting national security.



Legal and ethical responsibilities / Digital footprints

Types of digital footprints

There are two main types:
• A passive digital footprint: data collected without the user’s knowledge.
• An active digital footprint: data intentionally submitted online via blogs, apps, websites and social 

media actions.

A passive digital footprint Data collected without the user’s knowledge. It is a data trail unintentionally left online. Examples of how 
data is collected include a web server storing a user’s IP address, a user’s search history data.

An active digital footprint Data submitted intentionally e.g., sharing locations on apps, online shopping data and sending email 
and instant messages.

Potential impact when digital footprint is used
Employers to monitor employees or potential employees.
Security services to gather information.
Applications to target potential customers.

Example
Social media: employers could monitor their employees or potential employee’s online activity. A user’s 
digital footprint can also be used by the police or government to gather information.


