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Disclaimer
This resource is provided to support the teaching and learning of GCSE Digital Technology. 
The materials provide an introduction to the main concepts of the topic and should be used in 
conjunction with other resources and classroom teaching.

It is intended that the resource will be updated periodically in accordance with developments 
in the area. Suggestions on how to develop the materials further will be welcomed. 
Suggestions can be sent to us via our feedback system or by emailing: resources@wjec.co.uk 

Questions and marking schemes produced by teachers are available to coincide with these 
notes.  Neither these questions nor marking schemes have been approved by WJEC, therefore 
they do not represent the kinds of questions which could appear in an examination.
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1.1.1 – Data
In this section, learners will gain knowledge and understanding of 
the following:

• analogue and digital data
• measuring and storing data. 
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1.1.1.1 – Analogue and Digital Data
You should understand the following:

• what is meant by analogue data

• what is meant by digital data

• analogue and digital devices

• the relationship between analogue and digital data.

Analogue Data

Analogue data is data represented in a physical way e.g., grooves in a vinyl record, a shadow 
on a sundial. On a practical level, analogue data is in a constant state of flux and captures 
each nuance of that which is being measured. One good example of analogue data is our 
voices. When we speak, our vocal waves cause vibrations in the air, which in turn transmit our 
voices through the air as sound waves. These sound waves are an example of analogue data. 
The same is true of any sound emitted from an acoustic instrument; the sound created by 
such instruments is also an example of analogue data.

Before the dawn of computers, the only way of storing this sound was via grooves, either on 
cylinders or shellac disks, or later on vinyl. The grooves on vinyl records store recorded audio 
in the form of continuous vibrations, and so is an example of analogue data. 

Voices and the sound emitted from acoustic instruments are examples of analogue data, and 
there are analogue methods of storing them e.g., vinyl disks.

Digital Data

Interpreting analogue sound.

Computers are not analogue devices, therefore they could not store data in an analogue 
format. Computers can only represent data as a combination of 1 or 0 numbers, and this 
is called digital data. For example, to store sound digitally the analogue sound must be 
represented as digital data, and in order to do that a process called sampling is used. 

Sampling is where hardware, such as a microphone, measures the level of sound many times 
per second and records this as binary digits.
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In the graph above, the blue line represents the analogue sound wave, and the orange blocks 
represent the digital samples. Clearly, in reality there will be far more samples recorded every 
second, with far greater sampling precision.

The number of times that the sound level is sampled per second is called the sampling 
frequency. The higher the sampling frequency, the better the quality of the sound recorded. 
A typical sampling frequency is 44,000 times per second, also known as 44 kHz. This is the 
sampling frequency used on most audio CDs.

Sound sampled at 44 kHz in stereo will produce a large amount of data and as such, this data 
may need to be compressed. When audio files are compressed, data is removed to reduce the 
size.

Analogue devices are built to interpret analogue data in a specific manner. A digital device 
is a combination of analogue machines and analogue media which can measure, store and 
play continuous information. Examples of analogue data able to be stored are vibrations, 
voltage, resistance, rotations, or pressure. In principle, the continuous information has an 
infinite number of potential values and the only restriction on resolution is the accuracy of the 
analogue device.
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Examples of analogue devices

There are a number of examples of analogue devices.

Some are non-electrical such as clocks (an analogue clock or watch, or sundials), which 
record the time by using physical/mechanical methods.

And some are electrical such as an analogue synthesiser, which uses analogue circuits and 
analogue computer techniques to produce sound electronically.

An analogue TV which encodes the TV signal and transmits the picture and sound as an 
analogue signal by varying the amplitude and / or frequencies of the broadcast signal. Before 
digital TV, every TV system, such as NTSC, PAL or SECAM, was an analogue TV system.

An analogue computer is a type of computer which uses electrical, mechanical or hydraulic 
phenomena to model the problem being solved. See Babbage’s early computer (The 
Difference Engine) for more details.

In general, analogue devices are built to interpret analogue data in a set way e.g., a record 
player. Digital devices are generally able to interpret, edit and transform a wide variety of 
digital data.

Advantages and disadvantages of analogue and digital data

Data type Advantages Disadvantages

Digital data

Less physical space is needed 
to store digital data, as digital 
storage devices are smaller 
(compare a vinyl disk with a 
memory stick).

Due to data sampling, the data 
is not recorded in its entirety, 
therefore, digital data can be less 
accurate and of poorer quality 
than analogue data.

Analogue data
As continuous data is being 
stored, there is no loss of data 
quality.

Analogue data can decline when 
being copied or transferred due 
to corruption from recording 
equipment signals.

Analogue-digital and digital-analogue conversion

So that analogue data can be processed by a digital computer, it needs to be switched to start 
with. An analogue-to-digital (A/D) converter is an electronic circuit which converts continuous 
signals into discrete digital numbers. In order to switch the signal back, the process needs to 
happen in reverse, where a digital signal is turned into an analogue one. A digital-to-analogue 
(D/A) converter is an electronic circuit for converting a digital signal (a binary one normally) 
into an analogue signal (current, voltage or electrical charge). An example of A-D conversion 
would be audio sampling for the purpose of storing it on a computer, and an example of 
D-A conversion would be switching the digital data back to audio in order to play it through 
headphones or a speaker. 
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Sound
We have already discussed how sound is sampled when discussing the process of creating 
digital data from analogue data. The amount of data produced by the sampling process is 
dependent on the sampling rate (which is also called sampling frequency), namely how many 
samples are identified every second, and the sample resolution.

The digital representation is achieved by sampling (signal processing). The sampling rate 
(also called sampling frequency) and the sampling resolution (also called sampling precision 
or bit depth) can affect the sample quality. The higher the sample rate and resolution, the 
larger the resultant sample.

How an image is represented by pixels in binary format

Raster Graphics
Raster graphics are matrix data structures representing a grid of pixels. They cannot scale up 
without loss of quality. Structures tend to be large in terms of the memory required to store 
them.

A bitmap image is a type of raster image and is composed of many tiny parts, called pixels, 
which are often many different colours or black and white. It is possible to edit each individual 
pixel.

Images on a computer screen are made up of thousands of small, coloured dots, known as 
pixels (short for picture elements). Bitmap images are stored as an array of pixels. A black 
and white bitmap image will store 1 for a black pixel and 0 for a white pixel.
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This bitmap image can be represented by using 56 bits (or 7 dits).
A colour bitmap image is stored by replacing the 1s and 0s above with a longer number that 
represents how much red, green and blue (RGB) is required in the colour of each pixel; this 
is known as colour depth. In a 256-colour palette, the image would require 1 byte (8 bits) of 
storage per pixel, as 8 bits are needed to represent the numbers 0–255 so, 448 bits (or 56 
bytes) would be needed to store the above image in colour. There are other colour depths 
available, which can store more information about the colours in each pixel of an image. The 
more information stored about the colour of each pixel, the larger the file size becomes.  
 
In a digital camera light falls onto photo receptors arranged as pixels. The resulting data is 
then stored. There is a direct correlation between the number of pixels and the quality of the 
image, with the quality of the image dependent on the number of pixels per inch (PPI) in the 
image. The more pixels per inch on the screen, the higher the resolution of the picture (IT).

Comparison between quality of image and number of megapixels/inches. (1MP = 1000000 
pixel)
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Vector graphics
You may also have heard of vector images. These images do not store the data by pixels, but 
are instead a set of instructions for drawing a geometric shape. The advantages of a vector 
image are that they can be scaled without loss of quality (pixilation etc.) and use less storage 
space.

Moving images
Clearly, computers can also record and play moving images. The process of recording video 
is the same as the process of collecting static images, but the camera takes a quick series of 
images, called frames, one after the other, rather than one single image. The device will also 
record any sound playing, interspersing this with the images. To watch the video, the device 
then plays the frames back with the accompanying sound. There are a number of types of 
moving images such as GIF, MOV and MP4. In order to play video files on a device, the device 
needs the appropriate codec which allows the device to decode the file and play it.

1.1.1.2 – Advantages and disadvantages of digital data 
storage
Clearly, data needs to be stored after it has been created. There are many ways of storing 
data digitally and there are advantages and disadvantages to storing data digitally. In general, 
data is stored digitally in data stores such as a file. There is a wide range of types of files, and 
the type of file is dependent on what is stored in them. For example, text files can be stored as 
.txt or .docx files, graphic files as .bmp or .png, and audio files as .mp3 or .wav. This is only a 
small example, there are thousands of different types of files.

Advantages and disadvantages of data retrieval

Advantages Disadvantages

• It is possible to search through 
stored files quickly using the search 
tool within file sorting software.

• It is possible to sort files by name, 
date, author etc. in ascending or 
descending order.

• Copies of files can be created, and 
moved to different storing media.

• It is possible to arrange files into a 
different folder structure.

• Without a folder structure nor naming 
files appropriately, it is very easy to 
lose files or must search through many 
files to find the one which is needed.

• Should the hardware fail all the files 
could be lost.

• When using cloud storage, a slow 
connection or connection failure could 
cause delay in storing data, or a failure 
to do so completely.
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Advantages and disadvantages of effectiveness

Advantages Disadvantages

• It is possible to compress data so 
that it takes up less space on the 
secondary storage. 

• Data compression allows faster 
uploading / downloading of files. 
Normally the request is to optimize a 
file, so that it retains as much quality 
as possible, whilst also making the 
file as small as possible (see more 
on this in the ‘compression’ section).

• A warning is given when files are 
about to be overwritten.

• It is possible to reorganise files 
which are fragmented by following 
a defragmentation process, which 
improves the access time.

• Files on some storage media can be 
split and divided into different areas 
of storage. Here we say that the files 
have been fragmented, and this will 
increase the access time on a disk.

Advantages and disadvantages of security

Advantages Disadvantages

• Passwords can be placed on files 
and folders in order to protect them 
from unauthorised access.

• Files can be encrypted, so that they 
are not read without the correct 
encryption key.

• It is possible to alter file properties 
(e.g., to read only/hidden), so that 
they cannot be changed or deleted.

• Using a number of drives with RAID1 
configuration means that no data is 
lost should one drive fail. With RAID5, 
it is possible to swap drives while 
the system is hot-swappable without 
losing any data.

• Any data which is stored digitally 
is susceptible to attack from 
unauthorised users. If data was not 
protected, it could be lost or stolen. 

• Cloud storage could be susceptible 
to unauthorised access without using 
a secure password or if the default 
password is used on devices, such as 
routers.

• Individuals are susceptible to different 
attacks such as guessing weak 
passwords or social engineering. This 
is used to steal data from individuals 
without their knowledge.
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Advantages and disadvantages of accessibility

Advantages Disadvantages

• There are specialist devices 
available which can convert text 
data to alternative data. These are 
valuable to users with alternative 
requirements.

• Screen readers read the text on the 
screen and output it as audio.

• A Refreshable Braille Display can 
convert text into Braille which can be 
read with the fingers.

• It is possible to change device 
settings for alternative requirements 
e.g., magnifier, high resolution.

• Specialist input devices allow users 
with alternative requirements to edit 
and create digital data.

• Not all programs are programed to 
work with accessible devices.

• Accessible devices do tend to be 
expensive compared to conventional 
devices.

Advantages and disadvantages of the ability to grow based on needs

Advantages Disadvantages

• Variable-sized files can increase or 
decrease in size based on the needs 
of the file ensuring that data storage 
is not wasted. This differs to files 
of a specific length, which cannot 
increase beyond the specified size.

• Should data storage become 
limited, it is possible to add more 
space by using Network Attached 
Storage (NAS) devices. With these, 
it is possible to add more drives to 
the device as the need for storage 
increases.

• Similar to NAS, with cloud storage, it 
is possible to pay for more storage 
as the need for space increases.

• Variable-sized files are more difficult to 
design and manipulate with programs 
than files of a specific length.

• The cost of increasing NAS increases 
as storage requirements increase. 
Using a solid-state drive (SSD) could 
be expensive.

• The cost of cloud data storage 
increases as capacity size increases.
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Loss of quality due to sampling (lossy vs lossless)

Compression is the process of making a file size smaller. This may be advantageous as it 
allows more data to be stored on the disk and files may also be transferred more quickly. 
There are two primary methods that are used to compress files stored on a computer system; 
these are lossy and lossless.

Lossless compression

Lossless compression uses an algorithm that compresses data into a form that may be 
decompressed at a later time without any loss of data, returning the file to its exact original 
form. It is preferred to lossy compression when the loss of any detail could have a detrimental 
effect, for example in a computer program or text document.

A simplified version of lossless compression on a word-processed document may to be to 
replace a common string, such as ‘the’, with a token such as the symbol @. One character 
takes 1 byte of memory; therefore, the string ‘the’ would take 3 bytes.

Original 
uncompressed text

The word the is the most frequently used word in 
the English language.

71 characters 
(bytes)

Compressed text @ word @ is @ most frequently used word in @ 
English language.

63 characters 
(bytes)

This is a 11% reduction in the file size!

Lossy compression

Lossy compression is a technique that compresses the file size by discarding some of the 
data. The technique aims to reduce the amount of data that needs to be stored.

The following versions of the WJEC logo show how much of the data can be discarded, 
and how the quality of the images deteriorate as the data that made up the original image 
is discarded. Typically, a substantial amount of data can be discarded before the result is 
noticeable to the user. The compression ratio is calculated using the simple formula:
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Compression ratio = Original file size ÷ Compressed file size

Original image 100 kB Compressed image 10 kB

Compression ratio 

= 100/10 = 10 or 10:1

Original image 5 kB

Compression ratio 

= 100/5 = 20 or 20:1

File size File size File size

Lossy compression is also used to compress multimedia data, such as sound and video, 
especially in applications that stream media over the Internet.

In order to compress an image file, the number of colours within an image will often be 
reduced. For example, a picture of a blue sky would include thousands of different shades 
of blue, but compression would reduce the number of different shades in order to reduce the 
amount of space needed to store data. 

With audio, the method of compression is often slicing. This means that low frequencies 
(bass below 40Hz) and high frequencies (>15Khz) are removed from the audio. This means 
that the file will be smaller and, therefore, will need less data to store.

Cost

Clearly there is a cost involved in any secondary storage. In general, the cost increases 
as storage capacity increases. But what about comparing different devices, such as hard 
disks and solid-state ones? Here the concept of the cost of each storage unit is useful. This 
provides a cost for every MB of storage. If this comparison was used, it would be easy to 
compare storage costs.

The three main types of storage (apart from the cloud) are magnetic, optical and solid-state. 
Their costs vary but they can be divided in terms of cost as follows:

Type of Storage Cost/MB

Optical (CD/DVD) Cheap

Magnetic (Hard Disk) Fairly cheap

Solid-state Expensive
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Advantages and disadvantages of control

Advantages Disadvantages

• It is possible to set access level rights 
so that managers can access more 
data than general users.

• It is possible to set different file 
properties for different users e.g., 
make files ‘read-only’ for pupils on 
shared disk space.

• A systems manager needs to be 
appointed normally to ensure that 
rights and properties are correctly 
applied. That can be costly.

Data storage media

Capacity
Computer systems can only store and process binary digits, also known as bits. A bit is either 
a 1 or 0. When 8-bits are stored as a binary number, they are collectively called a byte.

As storage increases, units are needed. We use the following prefixes for bytes.

Symbol Merit

Bit b 1 bit

Nybble 4 bits

Byte B 8 bits

Kilobyte / Kibibyte KB 1024 bytes

Megabyte MB 1024 Kb

Gigabyte GB 1024 Mb

Terabyte TB 1024 Gb

Petabyte PB 1024 Tb

Exabyte EB 1024 Pb

Zettabyte ZE 1024 Eb

Yottabyte YB 1024 Zb
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Back-up storage

Secondary storage is also known as back-up storage.

Data is written from memory to secondary storage when data is no longer being actively used, 
for retrieval at a later time. There are three main types of storage namely optical, magnetic 
and solid-state.

Optical

Optical storage media uses technology such as lasers. Laser rays are projected on a CD/DVD 
or Blu-ray disk and if light is reflected back, data will be read as 1. If no light is reflected back, 
data will be read as 0. Lasers are used to read and write information to a disk.

0.833 µm
min pit length min pit length

distance between pits
0.74 µm

distance between pits
1.6 µm

0.400 µm
CD DVD

Magnetic

This technology is used in hard disks and tapes. Data is stored on a magnetic medium, which 
can be a disk or a tape, by writing data using a write-head. Data can then be read by the read-
head.
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Solid-state

Solid-state technology is used in storage media such as USB flash memory sticks and SSD 
internal drives. The technology is called solid-state as it does not have any moving parts, such 
as a read-head in magnetic storage. Solid-state storage technology is increasingly used to 
replace both magnetic and optical storage, especially in mobile devices where its low power 
consumption and high speed access is advantageous.

Cloud storage

Cloud storage is a type of storage where data is transferred and stored on remote storage 
systems where it is maintained, controlled, and backed up over a network – the Internet 
usually. In general, users pay for their cloud data storage on a monthly basis in line with 
capacity. Although we use the term ‘the cloud’, the data is stored on hard disks or SSDs on a 
remote site. The cost of storage varies based on the company selling it (and pricing models), 
and how much storage is being rented by the user.



19

In general, we can discuss types of storage in terms of type of storage, the medium used, 
capacity, durability and portability, as shown in the table below.

Medium Adaptability Typical 
capacity Durability Portability Speed

Flash Drive
Moving relatively 
small files from 
work to home

2FP–2   

External 
hard drive

Backing up a 
home computer 
system

320MB–18   

CD/DVD/ 
Blu-ray 

disk

Storing 
multimedia files

650MB (CD)

9GB (DVD)

50GB (Blu-ray)

  

Magnetic 
tape

Backing large 
commercial 
servers on 
multiple tapes

200GB–400GB   



1.1.2 – Digital Technology 
Systems
In this section, learners will gain knowledge and understanding of 
the following:

•  digital devices and means of interaction and connection
•  the features of operating systems
•  software types and functions
•  data backup
•  cloud services
• the systems development life cycle.
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1.1.2.1 – Digital Devices and Means of Interaction and 
Connection
You should understand the following ways in which users may interact with digital devices:

Speech

Speech is use of the voice to input data. There are three main types of such use:

Method 1: Dictation system. Using a microphone, words will be dictated to the computer, then 
the software will recognise the words and turn them into text.

Method 2: Voice commands/voice control. A system searches for words and uses them to 
complete a task. This can be a simple task which can be processed locally e.g., “Tune the 
radio to Radio Wales” or read a postcode to a SatNav system, or it can be a more complex 
compound command which needs to be analysed on a server e.g., “Computer, what’s the best 
place for curry in Cardiff?”.

Method 3: Voice print. Here, a user’s unique tone of voice is compared with the tone of voice 
previously recorded. This is used instead of a password/ID number in order to access a 
computer/identify yourself over the phone. This overlaps with biometrics.

Advantages and disadvantages of speech

Advantages Disadvantages

• Speech input is much faster than 
keyboard input.

• No need to learn to type.

• Less risk of repetitive strain injury.

• Reduces typing mistakes such as 
spelling/hitting wrong key.

• Keyboard takes up room on the desk.

• Users with a disability that prevents 
typing can use speech input.

• Hands-free advantages – it is 
possible to multitask.

• Users find talking more natural than 
typing.

• Background noise interferes with 
speech recognition.

• Users when they have a speech 
impediment, sore throat, cold or a 
strong accent will not be understood.

• Users with a disability that prevents 
speech would need to find a different 
method for input.

• Difficult to keep data input private as 
people can hear what you are saying.

• Words that sound the same, such as 
‘too’ and ‘two’ may not be recognised.
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Traditional keyboard and mouse

Keyboard: It allows characters to be inputted into the computer, which is very useful when 
undertaking word processing and within command line operating systems e.g., DOS. It allows 
shortcuts e.g., Ctrl+C to copy and Ctrl+V to paste.

Mouse: It moves a cursor on the screen. A mouse is useful with a Graphical User Interface 
e.g., Windows.

Examples of use: typing commands to operate industrial equipment, clicking on icons to open 
programs.

Advantages and disadvantages of a traditional keyboard or mouse

Advantages Disadvantages

• It is possible to use a keyboard and 
mouse in a noisy environment.

• Most computers come with a 
keyboard.

• People are used to using keyboards 
to input data; they need very little 
training.

• A skilled typist can input data very 
quickly.

• It’s easy to make mistakes when 
typing data.

• Keyboards are not suitable for 
producing diagrams.

• Often, disabled people find it difficult 
using keyboards.

• Excessive use can lead to health 
issues such as repetitive strain injury.
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Gesture

This is a type of non-contact communication, where a device, normally a camera, analyses 
body movement, often hands or arms, in order to change this into rational input. Examples 
of this include swiping options on the screen to the left or right with the wave of the hand, 
increasing volume of music by raising the hand, or reducing the volume by lowering the hand. 

Examples of use: increasing or reducing speaker levels in a car by moving the hand, shaking a 
phone to undo a text message.

Advantages and disadvantages of gesture

Advantages Disadvantages

• Gestures feel natural.

• Additional devices are not required.

• It is possible to interact without 
having to touch surfaces.

• You need to learn which gestures 
correspond to the correct command.

• Accidental gestures can cause 
unwanted interaction.

• Complex processing is normally 
required to analyse gestures.



24

Touch

Touch is a very common form of contact, especially with smart phones and tablets and 
increasingly with traditional computers which also have a keyboard. A user will touch the 
screen to choose items from a menu and then the computer processes location and the ‘type’ 
of touch. With one touch it is possible to open/close a program, pinch or open the fingers 
to reduce/magnify elements on a screen, or to swipe between options. Very often this is 
combined with haptic feedback, where the screen vibrates as the user touches the screen.

Examples of use: food ordering screen in a fast food restaurant, choosing items on a smart 
phone screen.

Advantages Disadvantages

• Very intuitive.

• Easier to use as the user simply 
touches what is seen on the display.

• No keyboard or mouse is required.

• Touching a visual display of choices 
requires little thinking, and is direct 
and easy to learn.

• Easier hand-eye coordination than 
mice or keyboards.

• Screen can be easily damaged/
scratched.

• Dirty screens are difficult to read.

• Users must be within arm’s reach of 
the display.

• It is difficult to select small items.

• User’s hand may obscure the screen.

• Screens need to be installed at a 
low position and tilted to reduce arm 
fatigue.

• Some reduction in image brightness 
may occur.

Virtual Reality (VR)

The user wears a headdress which projects images which represent specific data/programs 
to their eyes and they wear gloves/use special controls in order to interact with these images. 
Increasingly, VR headdresses can track hand movements, so this type of input combines 
elements of gesture input.

Advantages and disadvantages of VR

Advantages Disadvantages

• Can be used to provide an immersive 
experience.

• Can be used to train students without 
risk e.g., medical procedures or 
driving a car.

• The equipment tends to be expensive.

• Some users can become ill when 
using VR equipment.
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Examples:

•  Playing a VR game e.g., Beatsaber.

•  Training e.g., for a surgeon on a medical procedure.

Augmented Reality (AR)

This is similar to VR with the user wearing a headdress/glasses which project images which 
represent specific data/programs to their eyes and they wear gloves/use special controls in 
order to interact with these images. Unlike VR, AR combines the graphics with the real world 
rather than immersing the user in an artificial, online world.

Examples: 

•  Playing an AR game e.g., Pokémon Go.

•  In manufacture, where glasses give a worker directions on how to assemble equipment.

Advantages and disadvantages of AR

Advantages Disadvantages

• It blurs the lines between the real 
world and the virtual world.

• Due to its use in medicine, patients’ 
lives have been protected more. It 
helps to make efficient diagnoses of 
illnesses, allows for early detection, 
and to plan surgery in advance.

• It can save money by testing critical 
situations in order to confirm their 
success without operating in real 
time. 

• One major disadvantage of an AR-
based application is the lack of 
privacy.

• AR-based applications or devices 
cannot be used without the 
appropriate training, which can be 
costly.

• Basic training is needed to use 
devices which comply with AR 
effectively.

• It is expensive to use AR technology 
projects and maintain them. In 
addition, producing AR devices is 
costly.
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Biometrics

Data measured from unique characteristics used to identify individuals. Biometric identifiers 
are often categorised as physiological characteristics, which are connected to body shape. 
The examples include fingerprints, veins in the palm of the hand, facial recognition, DNA, 
handprint, hand geometrics, iris recognition, retina and even smell. Sensors, usually cameras, 
measure these characteristics, and a computer compares the pattern being measured 
against data already stored. We see this on mobile phones often, where a fingerprint or facial 
recognition is used to unlock a device.

Examples:

•  Access to a room by scanning retina print.

•  Unlocking mobile phone with a fingerprint.

Advantages and disadvantages of biometrics

Advantages Disadvantages

• Better security (it’s difficult to steal 
biometric characteristics).

• No need to remember passwords.

• It’s not possible to transfer details to 
someone else.

• It’s possible to recreate 
characteristics e.g., fingerprints can 
be taken from surfaces.

• Some systems are uncomfortable to 
some users e.g., flash to the eyes with 
retina scanning.

• The equipment tends to be expensive.

You should understand the following:

The Internet

The Internet reached the public domain in the early 1990s after academic organisations used 
it in the 1980s. By now almost everyone uses certain aspects of the Internet in their lives. But 
what is the Internet? Simply put, the Internet is a world-wide network of computers linked 
together, or a massive network of networks. 

The Internet allows and facilitates access to data resources through an enormous collection 
of private, public, business, academic and government networks, and increasingly a large 
network of various devices.

What is a network?

A network, simply put, is two or more computers linked together. Specialist hardware is used 
to construct networks, such as: 
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Hubs

They exist on a network’s physical tier. Hubs copy all data packs to all devices on the network 
but only the data will recognise and accept it.

Switches

They exist on a network’s data junction tier. A switch analyses each packet of data and sends 
it to the computer the packet has been addressed to only.

Routers

They exist on the network tier. A router stores the addresses of computers on the network and 
transfers data between devices. Normally a router connects at least two different networks.

Clients and Servers

A server is a piece of computer hardware or software that provides functionality for other 
programs or devices known as clients. The server stores user files centrally and allows 
software to be inserted centrally to every device on the network.

Wireless access point

Hub or Switch

Workstation 
(client)

Server

Workstation 
(client)

Laptop with WiFi
(client)

Workstation (client)

 

 Gateways

A gateway joins together two networks that use different base protocols e.g., links a LAN to 
WAN. 
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Bridges

A bridge joins together two networks that use the same base protocols, e.g., links LAN to 
LAN. 

Internet Service Provider (ISP)

An ISP is a company that provides an internet connection to businesses and households, 
usually for a monthly fee. The ISP normally offers a variety of modes of connection, such as 
ADSL (traditional wide band), fibre optic, or hybrid connection (mixture of 5G and fibre optic/
ADSL). Every ISP has a Domain Name System (DNS) database, which converts URL e.g., www.
google.com to an IP address e.g., 172.217.16.228. Once the website has connected, the web 
server holding the web pages then transfers the data to the computer accessing it. ISPs can 
also offer other services such as providing web space and email addresses for clients and 
firewall protection. 

What is a web server?

A web server e.g., Apache, is a piece of software for transferring files (such as web pages) 
between two computers using a web browser. The web browsers interpret a code (usually 
html, but also includes applications, programs, animations, and other materials) created with 
programming languages such as Java, downloaded from a web page in order to display it. 

What is the World Wide Web?

The World Wide Web or the web is an information system where documents and other web 
resources are identified by Uniform Resource Locators (URLs) which may be interlinked by 
hypertext and are accessible via the Internet.

What is a URL?

In the paragraph above, URLs are mentioned but what are they? Simply put, it is a string 
providing the full address of the web page, which is also called a web address, such as www.
google.com. The URL is used by your ISP’s DNS server to choose the IP address for locating 
that website. Every URL has up to five pieces, but, normally, we only see four.
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Four-piece URL

In general, a URL will follow the following convention:

In the URL www.wjec.co.uk/home, there are four pieces:

http:// www.wjec .co.uk /home

protocol sub-domain top level domain path

Protocol: This tells the web servers which protocol to use when accessing a page on a 
website.

Sub-domain: This is the name of your website, which lets users know that they are visiting the 
website of a specific organisation. 

Top level domain: The TLD denotes with what kind of entity the organisation has registered 
the website (.com/.co.uk etc.).

Path: The path is a subdirectory to a specific web page. It helps to identify which part of a 
website is being used e.g., http://bbc.co.uk/news refers to the BBC’s news page.

Five-piece URL

Very similar to a four-piece URL but with an extra piece where there is a sub-domain, second 
level domain and top level domain:

http:// blogs. www.wjec .co.uk /home

protocol sub-domain second level 
domain

top level domain path

Sub-domains sub-divide websites into logical blocks such as ‘blogs’, ‘news’ sections etc. If we 
use sub-domains in this way, the original sub-domain (as seen in the four-piece URL) is called 
a second level domain.

How does a search engine work?

A search engine is where the user enters a series of key words into a search bar and a web 
crawler searches the database of websites (the index) for matching words. The search engine 
uses algorithms to bring back the best results that include the search terms. The results 
are sorted to display the best results on the user’s computer. More recently, search engines 
have developed and offer searches as a keyword is being typed or offer results for similar 
searches.
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Connection methods

There are many ways of connecting to the Internet.

You should be aware of the following connection methods for internet enabled devices, and 
the advantages and disadvantages associated with each:

Broadband

Broadband is an internet connection method that uses ADSL or SDSL technology. Broadband 
allows data to be transmitted more quickly over traditional phone lines than with voice-band 
technology (modem). The difference between ADSL and SDSL is that with ADSL, the data 
stream when downloading is several times faster than the data stream when uploading. 
With SDSL, upload and download speeds are the same. A home user would tend to use an 
ADSL service because they would normally be downloading content, whereby commercial 
organisations would tend to use SDSL as they have to transfer data to clients. 

ADSL and ADSL2 can provide download speeds of up to 8Mbps and 25MBps. The speed can 
reduce with the distance between the connection and telephone exchange. ADSL does not 
work quickly enough if the distance between the connection and exchange is over 5.5km, with 
ADSL2, the distance is 6km.

When discussing connections, we use the notation Mbps (Megabits per second). Do not 
confuse this with MBps (megabytes per second). People often do this and overestimate their 
connection speed. 8Mbps = 1MBps in terms of connection.

Advantages and disadvantages of broadband

Advantages Disadvantages

• Provides a fairly fast connection.

• Is available for a fixed monthly fee.

• There are no additional wires, ADSL 
uses existing phone line.

• Allows a telephone to be used at the 
same time as internet connection.

• Is not available everywhere, if too far 
from exchange for example.

• Is not available off-site, or too far 
from WiFi signal.

• As ADSL lines are shared, if many 
users is using them at the same time, 
the connection will be slower.

• Some companies limit connection 
speeds during busy periods.
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Satellite

Satellite internet connectivity relies on satellites in geo-stationary orbit relaying and 
amplifying signals between different points on Earth. Satellite connectivity tends to be used 
in rural locations where the exchange is too far away to use an ADSL connection, and it is 
not possible to install fibre connection from an economic standpoint. There are many speeds 
available but they tend to be between 2Mbps and 30Mbps.

Advantages and disadvantages of satellite

Advantages Disadvantages

• Available worldwide.

• It’s reasonably cheap for a company 
to install (compared with equipment 
needed on the ground to offer the 
same kind of service locally).

• Is very expensive, especially the 
fastest connections.

• There are strict data caps on these 
connections.

• Is relatively slow compared with 
fibre/4G/5G.

• Bad weather impacts the signal.

• Physical barriers e.g., trees or 
buildings, can block the signal.
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Fibre

The two main types available are fibre to the cabinet (FTTC) and fibre to the premises (FTTP), 
sometimes called fibre to the home. FTTC connects a fibre connection to a green/grey 
cabinet on the street and then there is a copper connection from the cabinet to the building. 

FTTP is a complete fibre connection to the building and comes directly from the Internet 
provider. 

FTTP is the most expensive option, however it is the fastest broadband connection method. 
A FTTP broadband is faster than standard broadband as fibre optic transfers data faster than 
traditional copper wires and the connection is more reliable than standard broadband. There 
are very good data transfer rates with fibre, usually between 35Mbps and 300Mbps, and there 
is no practical limit on the connection length.

Advantages and disadvantages of fibre

Advantages Disadvantages

• Provides the connection with the best 
possible speed.

• Is available for a fixed monthly fee.

• The telephone can be used at the 
same time as the Internet connection.

• Is not available everywhere. The fibre 
infrastructure has not been installed 
in some remote areas e.g., rural areas.

• Is not available off-site, or if it’s too 
far to detect the router WiFi signal.

• Some companies limit connection 
speeds during busy periods, apart 
from unlimited connections.
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Mobile communication – 4G/5G

Mobile connectivity allows an internet connection to be accessed from a device such as a 
smart phone, tablet or watch using the mobile carrier’s data bandwidth. 4G and 5G use radio 
connections to transfer data. We see data transfer rates of up to 10Mbps with 4G and up to 
100Mbps with 5G.

Advantages and disadvantages of mobile communication – 4G/5G

Advantages Disadvantages

• Provides a fairly fast connection, with 
4G comparing favourably with ADSL 
and 5G with fibre.

• There are no wires.

• Is available anywhere within reach of 
a 4G or 5G tower.

• Is not available in areas with no 4G or 
5G towers.

• Not all devices are ready to use 5G.

• Can be costly, especially if using a 
lot of data or going beyond the data 
allowance in the contract.

• 5G signals do not travel as far as 
4G/3G ones, and they are fairly easily 
blocked by objects such as trees 
and buildings. This means that more 
towers are needed, which are costly to 
build.

• A 4G/5G tower is only as fast as the 
hard fibre line connecting it with the 
network, so if the hard line is slow, the 
5G connection will be slow too.
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Wi-Fi – 802.11

Wi-Fi is the more common name for the 802.11 standards. These are what allow wireless 
data exchange between a device and the Internet at relatively high speed. They are normally 
used to share a broadband connection in a building (home or commercial premises). 802.11 
uses radio connections to transfer data. Transfer rates will vary depending on the type of 
802.11.

Advantages and disadvantages of Wi-Fi – 802.11

Advantages Disadvantages

• Allows a wireless connection to any 
device with access to the router.

• More up-to-date connections (e.g. 
802.11ac = 1300Mbps, 802.11ax = 
2Gbps+).

• Allows several devices to share same 
connection.

• Allows devices to be shared e.g., WiFi 
printer, NAS.

• Good security with the latest 
encryption (WPA2-PSK). WPA3 is on 
the way.

• Fairly low reach, up to 150m inside a 
building and 300m outdoors. This will 
be less if the walls in the building are 
thick or if there are physical barriers 
outdoors.

• Old encryption tools, WPA and 
especially WEP are weak, and are 
fairly easy to hack.

• Old routers still use old 802.11 
frequencies and these are slow e.g., 
802.11b only provides a speed of 
11Mbps. This is too slow to play 
online games.

• Only by plugging into the router 
directly with an ethernet cable can 
you get the fastest connection.
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Bluetooth

Bluetooth is a wireless communication standard used over a short reach range. It is often 
used to connect peripherals e.g., headphones, wireless speakers, and also to connect various 
devices which use the Internet e.g., digital assistants.

Advantages and disadvantages of Bluetooth

Advantages Disadvantages

• It is possible to connect with 
any other Bluetooth device 
e.g., headphones, speaker, car 
entertainment system.

• It is easy to use, and connects 
without having to know any technical 
elements.

• It does not use much energy to 
maintain, especially the Bluetooth 
Low Energy (BLE) standard.

• Fairly low reach (up to 100m). It 
can be less with thick walls inside a 
building or physical barriers outdoors.

• Low speed – only up to 25Mbps 
(Bluetooth 4.0), and is lower again in 
earlier versions.

• Fairly weak security.

Geographical Information Systems (GIS)

This is not actually a way of connecting to the Internet. Instead, Geographical Information 
Systems (GIS) is a satellite based system that allows you to show your position on a map 
using a computer.

Advantages and disadvantages of geographical information systems

Advantages Disadvantages

• Can help individuals navigate by using 
devices with maps which update 
location in real time, e.g., SatNav.

• Allows individuals to find devices by 
using apps such as ‘Find My Phone’ or 
‘Find My Friends’.

• Helps rescue teams find people who 
have been injured.

• As with any satellite connection, the 
signal can be blocked by objects.

• GPS does not always take you to the 
correct address e.g., a heavy goods 
vehicle can attempt to drive down a 
lane that is too narrow, or under low 
bridges etc.
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1.1.2.2 – The Features of Operating Systems
You should understand the purpose and function of an operating system:

An operating system is software that manages a computer system. The operating system is 
loaded by the bootstrap loader. One of its primary functions is to manage resources. Below 
are some examples of how the operating system manages the computer systems resources:

You should be able to describe the following features of an operating system:

•  Managing peripherals including input and output devices.

•  Communicate with and send data output to a printer/monitor/other valid output device.

•  Communicate with and receive data input to a keyboard/mouse/other valid input device.

Spooling

•  Data is stored on hard disk/in memory/stored in a queue.

•  Document is printed when printer is free/in correct order.

•  Benefit of spooling: user can carry on working/log off when waiting for job to print.

Managing memory

•  Ensures that programs/data do not corrupt each other.

•  Ensures that all programs and data including itself is stored in correct memory 
locations.

Process control

•  Ensures that different processes can utilise the CPU and do not interfere with each other 
or crash.

•  On a multi-tasking O/S ensure that all tasks appear to run simultaneously.

Security control

•  Allows creation and deletion of user accounts.

•  Allows users to logon and change passwords.

Managing back-up space

•  Ensures that data is stored and can be retrieved correctly from any disk drive.

•  Creates and maintains a filing system, such as a File Allocation Table (FAT) or New 
Technology File Systems (NTFS).

•  Organises files in a hierarchical directory structure.
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File compression

•  Compression is the process of making a file size smaller. This may be advantageous 
as it allows more data to be stored on the disk and files may also be transferred more 
quickly. There are two methods of achieving disk compression; one is software based 
and the other hardware based.

•  Software based disk compression is often included as a facility of an operating system 
and so it is readily available on most computer systems. The disadvantage of this is that 
it slows down the process of reading and writing to disk.

•  Hardware disk compression requires specialist hardware, which can be expensive. 
However, it does not affect the speed of access as much as software-based disk 
compression.

•  Disk based compression is always lossless.

 Disk defragmentation

•  Files are stored on computer systems that can, over time, become fragmented. This 
means that they are split and stored on different parts of the disk. If a file is fragmented, 
it takes longer for the disk heads to move between parts of the file, which slows the 
process of loading it.

•  Defragmentation is the process where files are physically re-arranged on a disk so 
that they are no longer fragmented, and the parts of each file are stored together. This 
improves the speed of accessing data from disk.

Providing a user interface

Another function of the operating system is to provide a user interface. Here are some 
examples of how the operating system provides a user interface:

•  Allows copying/deleting/moving/sorting/searching of file or folders.

•  Allows access to system settings such as hardware.

•  Provides a command line interface.

•  Allows users to have more than one window open.

•  Provides a graphical user interface (windows, icons, menus, cursors).

•  Provides user with errors/help messages.

•  Allows for customising the interface e.g., changing background/desktop setting.

•  Allows user to switch between tasks (programs/windows).

You should understand ways of using Human Computer Interfaces (HCIs) and the advantages 
and disadvantages of HCI:

HCI is the term used to describe the way in which people and computer systems interact. To 
allow a person and a computer system to communicate, an interface is required, often called 
a human-computer interface.
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Different interfaces are provided by the operating system and can be identified by the style 
of communication they use. Some are entirely text-based, whereas others use images to 
represent different commands.
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Command Line Interface (CLI)

A command line interface is an entirely text-based interface that allows a user to 
communicate with a computer system by typing in commands. However, computer systems 
will only execute specific commands that are predefined. Before graphical user interfaces 
(GUIs) were developed, command line interfaces were the most widely used interface.

Advantages and disadvantages of a command line interface

Advantages Disadvantages

• It is quicker to type commands.

• It is quicker to input commands as 
shortcut keys can be used.

• Little memory and processing 
power needed compared with other 
interfaces.

• Little storage space is required (no 
graphical images to store).

• Experts who have memorised the 
commands find it very fast to use.

• Very confusing for someone who has 
never used a command line interface.

• Commands have to be typed 
precisely. If there is a spelling error 
the command will fail.

• A large number of commands need to 
be learned.

• Instructions cannot be guessed.

• Not suitable for a novice.
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Graphical User Interface (GUI)

 

A GUI is a type of interface that allows users to interact with a computer system through 
graphical icons.

GUIs were introduced to help users, especially beginners, to use a computer system as 
Command Line Interfaces (CLIs) were found to be difficult to use.

There are many different features of a graphical user interface. These include:

•  Windows

•  Icons

•  Menus

•  Cursors

•  Assistants/help files/tutorials

•  Favourite settings/change environment/customisation

•  Shortcuts/hot keys

•  Task bar/ribbon bar/tabs/customised toolbar.

Advantages and disadvantages of a graphical user interface

Advantages Disadvantages

• Intuitive.

• Easy to navigate.

• Uses windows, icons, menus and 
cursors.

• No complicated commands.

• Data between different software 
applications is easily exchanged.

• Requires a large amount of memory.

• Is relatively processor intensive.

• Computing experts may find a GUI 
slower than a command line interface.

• GUIs take up a much larger amount of 
hard disk space than other interfaces.
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Touch Sensitive Interface (TSI)

Touch sensitive interfaces are becoming more popular and are extensively used in mobile 
computing devices. Commands are issued, or data is input, by touching the screen with your 
finger or a stylus pen. As well as tapping the touch-sensitive screen, the screen can interpret 
other actions made by the user, such as pinching and swiping.

Advantages and disadvantages of a touch sensitive interface

Advantages Disadvantages

• Very intuitive.

• Easier to use as the user simply 
touches what is seen on the display.

• No keyboard or mouse is required.

• Touching a visual display of choices 
requires little thinking and is a form 
of direct manipulation that is easy to 
learn.

• Easier hand-eye coordination than a 
mouse or keyboard.

• Screen can be easily damaged/
scratched.

• Dirty screens are difficult to read.

• Users must be within arm’s reach of 
the display.

• It is difficult to select small items.

• User’s hand may obscure the screen.

• Screens need to be installed at a 
lower position and tilted to reduce 
arm fatigue.

• Some reduction in image brightness 
may occur.
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Menu driven interface

This type of interface allows people to interact with a computer system by presenting the 
user with and allowing them to work through a series of menus. The original iPod Classic is a 
perfect example of a device which uses a menu driven interface. Users are first introduced to 
a menu which includes a list of artists. Having chosen an artist, another menu appears with a 
list of albums belonging to that artist. Following this, another menu is presented with a list of 
songs belonging to the chosen album.

Advantages and disadvantages of a menu driven interface

Advantages Disadvantages

• No need to learn a lot of commands.

• Intuitive/easy to understand.

• Easy to navigate.

• Ideal for beginners – everything is in a 
logical place/order.

• No need of an expert language to 
learn.

• Little processing power needed.

• Irritating if there are too many menu 
screens to work through – users get 
annoyed or bored if it takes too long.

• Navigating can be a long process.
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Biometrics

Modern computer systems use biometric input to identify and validate system users. The first 
use of a biometric system on a portable device was fingerprint scanning on the Pantech GI 
100 mobile phone in 2004. Every iPhone from the iPhone 5s to the iPhone X has integrated 
a fingerprint scanner. By 2017, with the launch of the iPhone X, Apple have used facial 
recognition via the camera and thousands of spots along the user’s face to identify the user’s 
facial patterns. This technology is not only used to open the device, but also to pay for goods 
via the wallet and software in the App Store.  

Advantages and disadvantages of biometrics

Advantages Disadvantages

• Better experience for the user e.g., 
system login is faster to perform 
a specific task such as paying for 
goods.

• Increased security as the password is 
based on the user’s unique biometric 
information.

• Non-transferable – everyone has a set 
of unique biometric data.

• Difficult to hack an account / device 
which makes use of biometric 
technology as the system is based on 
a set of unique data.

• Shares biometric data with 
companies.

• Security of biometric data.

• Threat of stolen identity.
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Voice driven interface

Voice driven interfaces, also called voice recognition, can be used to issue commands to a 
computer system and enter data into it. Voice driven interface is a popular interface as it is 
natural for people to communicate in this way.

Advantages and disadvantages of voice driven interface

Advantages Disadvantages

• Speech input is much faster than 
keyboard input.

• No need to learn to type.

• Less risk of repetitive strain injury.

• Reduces the number of typing 
mistakes such as spelling/hitting 
wrong key.

• More space on the desk as there is no 
need for a keyboard.

• Users with a disability that prevents 
typing can use speech input.

• Hands-free advantages – can 
multitask.

• Users find talking more natural than 
typing.

• Background noise interferes with 
speech recognition.

• If a user has a speech impediment, 
sore throat, cold, or a strong accent 
they will not be understood.

• Users with a disability that prevents 
speech would need to find a different 
method for input.

• Difficult to keep data input private as 
people can hear what you are saying.

• Words that sound the same, such as 
‘too’ and ‘two’ may not be recognised 
as different.
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1.1.2.3 – Software Types and Functions
You should be aware of the following different types of software and their purposes:

Program Software

Program software is an off-the-shelf software that fulfils a specific purpose. There is a wide 
range of this type of programming on the market in different areas of education and the 
world of work. Program software is mainly produced to meet the requirements of the three 
following types of user needs in the areas of communication, creativity and productivity, to 
complete the tasks below:

•  Data management

•  Data handling

•  Producing visual material

•  Resource coordination

•  Calculating figures.

Examples of program software used by millions of users on a daily basis are:

•  Microsoft suite, including Excel, Word, PowerPoint, Outlook and more

•  web browsers, including Edge, Safari and Chrome

•  music software, including Pandora and Spotify

•  business communication software, including Skype, Google Meet and Slack. 

Business program software is a sub-set of program software. This type of program software 
has been produced to facilitate different business elements and functions improving 
operational accuracy, efficiency and effectiveness. The main purpose of this type of software 
is to improve quantifiable objectives e.g., time savings and improved productivity. Below 
are examples of the types of software used by businesses and organisations to achieve the 
above aims:

Enterprise Resource Planning (ERP)

ERP is a type of business software used by companies to manage their daily business. 
The software normally includes a bundle of integrated applications to seek, review, store, 
handle and analyse data such as financial information on an accountancy package, order 
information on a procurement package and other functions such as program management, 
risk management, compliance and supply chain.
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Customer Relationship Management

A type of software used by companies to review, store and analyse customer data, and also to 
manage customer interaction and facilitate the selling process and relations.

Database

A type of software used by companies to work as an electronic armoury of data built by 
organisations to access, review and update specific pieces of information quickly and 
coherently. Here are examples of how databases are used within organisations: 

•  track and monitor inventory

•  directory

•  sales and profitability

•  staff management (HR)

•  growth planning.

Project Management Software

A type of software used by companies to plan and implement projects, and to manage 
resources connected with those projects. Project management software assists users 
with functions such as scheduling, task-setting, budget management and costs, progress 
recording, and reporting on results in a visible and comprehensive format.

Business Process Management (BPM)

A type of software used by companies to facilitate development and automation of strategic 
processes. This software uses web modelling, rule creation, and a simple interface to allow 
the user to undertake business functions quickly. The software is optimized usually for 
mobile devices (mobile phones and tablets) and offers full visibility for operations. BPM 
software is useful for managing and analysing data, content and complex processes across 
an organisation.

Productivity Software

A type of software used by companies to help users complete their work more efficiently and 
complete work-related tasks promptly. The categories include document creation, database 
management, accounting and collaboration. Sometimes reference is made to applications 
used by an organisation for general productivity together such as a software or application 
bundle.
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Resource Management Software

A type of software used by companies to facilitate the management of more than one project 
and resource, and to ensure that everything is allocated effectively in real time.

Time Management Software

A type of software used by companies to track how an individual’s digital systems are being 
used, including how long the user spends working in certain applications.

Educational Software

A type of software used by companies to facilitate the teaching and learning of new content, 
concepts or processes.

Bespoke software

Bespoke software is software written to achieve a task for an individual or company. It is 
sometimes called ‘customised software’ or ‘tailored software’. The software created for a 
specific user, such as an individual company or organisation, is called a solution e.g., ordering 
or stock management system. Similar to a bespoke software package, these software 
solutions are made and tailored completely to a specification.

These solutions are even developed to coincide with current ways of working within the 
organisation, so workers will not need to change how they work in order to use the new 
system.

As the solution is tailored to an individual organisation, and as the organisation owns the 
source code, the solution can be integrated easily with bespoke software or another package, 
used to replace a legacy system, and can be upgraded and expanded in the future.

Bespoke software is considered the “other alternative” instead of commercial software or 
programming software that is “off-the-shelf”.
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Advantages and disadvantages of bespoke software

Advantages Disadvantages

• Unique solution for the organisation.

• The organisation controls timing and 
speed of development.

• Better security.

• Time saving – better adapted to 
workflow.

• Better updates and support.

• Gradual production and upgrading.

• Better utility.

• Higher efficiency.

• Complete independence and control.

• More flexibility.

• Only pay for what is used.

• No compatibility or integration issues.

• The initial cost is high compared with 
program software.

• Takes more time to develop.

• Off-the-shelf software could meet 
your requirements (especially if you 
are a small business).

• No products exist to try out.

• No existing support for users, but the 
company should develop support for 
the organisation.
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Process Control

Process control software, or statistical process management software, is software which 
controls the process of feeding back information from various sources in order to control 
input and output in real time. 

Organisations and companies will make constant use of this type of software in the process 
of producing goods on production lines. DataLyzer Spectrum is an example of this software. 
This software was used in Coca-Cola bottle factories (in 2012, 80 factories used the 
DataLyzer software).

The software makes use of flow diagrams, and throughout the process data is inputted from 
various sources including gauges, databases, Excel spreadsheets and logic management 
systems. Throughout the whole process, the date and time of each step is recorded in order 
to use the system not only for process control, but also for batch tracking.

Each step within the chain is measured e.g., the system measured the height of the Coca-Cola 
in the bottle as well as the weight of the bottle, and then took these measurements as input. 
If the number of millilitres is too low, the system output will be to add more Coca-Cola to the 
next bottles on the production line. The same is true for the opposite with too much Coca-
Cola. This process is in constant repetition in order to ensure that 500ml is in every 500ml 
bottle – no more, no less.

Advantages of process control software for the organisation
•  Less scrap material

•  Increased productivity

•  Increased efficiency

•  Reduction in human inspections

•  Lower costs

•  Deep data tracking.

You should understand the use and purpose of the following utility applications: 

Task scheduling

Task scheduling software is part of an operating system (or available as off-the-shelf 
software) which is used to run commands automatically based on a specific set of 
circumstances e.g., a user can set a task to run overnight to make a backup copy or send an 
email whenever a specific system event occurs.

Different operating systems have specific versions of packages to run tasks e.g., Windows 
Task Scheduler, Mac OSX Crontab and Unix Cron.
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Antivirus software and functions

Antivirus, spyware, ransomware and malicious website detection software. 

This is a program that can be loaded into the memory when the computer is running. It 
monitors activity on a computer system for the signs of virus infection. 

Each virus has its own unique ‘signature’ that is known to virus protection software and 
stored in a database. Data stored on a computer system is scanned to see if any of the virus 
signatures within the database exist on the system. 

The majority of antivirus programs also use a technique called heuristic scanning, designed 
to identify suspicious features which can be detected in new, unknown viruses and versions 
adapted from existing threats.

Updates

It is important to update the antivirus software regularly as computers are threatened 
regularly by new viruses. Updates from antivirus software companies include the latest files 
needed to prevent new viruses and protect the operating system.

Antivirus software provides signature files which are very important as they include the latest 
lists of known viruses. These signature files are released on a daily basis and sometimes 
more often (every hour or even constantly).

Free versus paid for

Antivirus packages normally cost between £20 and £60 per year. The packages which are for 
sale normally include sub-programs within the software including:

Password manager

A software package which manages passwords for a variety of websites accessed by 
the user e.g., social media, email.

Secure banking

Once the user has visited the banking website, the web browser upgrades security on 
the window / software.

Parental control

Taking ownership of what users on the device can see and when. This is a fundamental 
part of the operating systems of Microsoft Windows, Mac OS and Google. 
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Anti-phishing

Use of an anti-phishing package can help the user by identifying any risky websites and 
messages seeking to steal your data.

Virtual private network

An anti-phishing package can help the user when they use a public wireless connection. 
The band range is usually likely to be low and the connection speed can vary as the 
private virtual network can be a different country or continent.

Anti-ransomware 

A package like this can be useful as it locks areas of the user’s data (folders and 
sub-folders) where important documents and programs are located. Good antivirus 
programs do not necessarily block ransomware attacks before they affect the user’s 
system. 

Normally, free antivirus programs include the majority of the sub-packages above. If a user 
can live without one or two of the above, it is worth asking whether antivirus software with 
licence needs to be purchased at all? If the free version is favoured, then the user has to 
accept certain limitations in terms of the user experience:

Less support

As the version is provided free, the company which has released the free version can 
refuse to help the user unless they upgrade to the paid version. By paying for the 
software the user can access support over the phone and live online.

Notifications

In seeking to push the user to pay for the full package, antivirus companies send regular 
notifications regarding threats to the system, with a strong recommendation to upgrade 
the software to solve any issues. 

Quarantine, clean or delete?

Quarantine

The antivirus software moves the infected file(s) to a safe part of the system. This does 
not delete the file(s), nor does it clean them. The aim of moving the file to this safe 
place is to ensure that the file cannot infect other files.

Clean

The antivirus software removes the infection from the file(s) instead of deleting the file 
which has been infected in case the user still needs the file.
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Delete

The antivirus software deletes the file(s) from the system completely. This is useful 
if the user no longer needs that file. The antivirus software can damage the operating 
system if settings are fixed to delete any file which has been infected e.g., Dynamic Link 
Library (DLL) files, which are coded files which examine how to handle data within the 
operating system. Deleting this type of file can cause the operating system to fall.

1.1.2.4 – Data backups
A backup is a copy of data that can be used if the original data is lost. 

Backups of all data should be made regularly as the older the backed up data becomes, the 
less likely it is to match any current data stored on a computer system.

A backup policy sets out how often and to what medium backups are made. The backup 
medium is generally different to the active storage medium. Historically, the medium used 
was magnetic tape backup.

A typical backup policy would require that three different backups be kept at any given time, 
with one of these being stored off-site. The oldest backup copy is be named the ‘grandfather’, 
the second oldest backup is named ‘father’ and the most recent backup is called ‘son’. When 
a new backup is made, the oldest backup, the grandfather, is overwritten and becomes the 
son backup, with the original son becoming the father copy and the original father copy 
becoming the grandfather. The name for this backup approach is grandfather-father-son 
methodology.

Full backup

Full backup: every single folder and file on a device or network is copied.
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Advantages Disadvantages

• A full backup copy is faster than 
an incremental backup copy or a 
differential backup copy.

• Managing a full backup copy is easier 
as only one file needs to be managed.

• Making a full backup copy takes up 
more space than an incremental 
backup copy or a differential backup 
copy as each file is copied.

Incremental backup

An incremental backup copies all files that have been created or changed since the last 
incremental backup. It requires the last full backup and all the incremental backups since to 
restore.

Advantages Disadvantages

• Keeping an incremental backup copy 
takes up far less space on an external 
drive.

• Retrieving an incremental backup 
copy takes far longer than a full 
backup copy and differential backup 
copy.

• Managing an incremental backup 
copy is more difficult as a chain of 
every single file has to be managed 
rather than one full backup copy or a 
differential backup copy.
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Differential backup copy

In a differential backup, all files that have been created or changed since the last full backup 
are copied. It requires the last full backup and just the one differential backup to restore.

 

Advantages Disadvantages

• Keeping a differential backup takes up 
far less space on an external drive.

• Retrieving a differential backup copy 
takes far longer than a full backup 
copy.

• Managing a differential backup copy 
is more difficult as two files need to 
be managed rather than one.

Grandfather-Father-Son (GFS) methodology

Grandfather-Father-Son is a methodology where data is backed up generationally. For 
example: a full machine backup performed monthly (Grandfather) and held offsite. A full 
backup done on a weekly basis (Father) and held locally. A daily (or more often) differential 
backup (Son).

Advantages Disadvantages

• A number of copies including some 
off-site. If there was fire or flood 
damage, or a robbery etc., it would be 
easy to recover the system.

• A large number of external drives 
needed, so it can be expensive.
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Difference between backup copies

Full backup Incremental backup Differential 
backup

Size
storage

High Low Moderate to High

Speed
backup copy 

Slower Quicker Quick

Speed
recovery

Quicker Slower Quick

Necessary 
medium for 

recovery

Latest full backup Latest full backup 
+ every incremental 
backup copy since the 
last full copy

Latest full backup 
+ latest differential 
backup copy

Full backup copy

Differential backup copy
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You should be able to describe the following media used for backing up data and their 
suitability in different circumstances:

Universal Serial Bus (USB) flash drive

This media uses flash memory and is portable and lightweight. It has lower memory capacity 
than other backup media, but can be used to transfer data from device to device. It is suitable 
as a temporary backup.

External hard drive

Hard drives store large amounts of data. They are portable, cheap and are quite efficient.

This technology is used in hard disks and tapes. Data is stored on a magnetic medium, by 
writing data using a write-head. Data can then be read by the read-head.

Solid-state media

Solid-state media uses flash memory to store data. They can hold large amounts of data and 
are more robust as they have no moving parts. They may be very expensive. There is a limit to 
how many times it can be read/written to.

Solid-state technology is used in storage media such as USB flash memory sticks and SSD 
internal drives. The technology is called solid-state as it does not have any moving parts, such 
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as a read-head in magnetic storage. Solid-state storage technology is increasingly used to 
replace both magnetic and optical storage, especially in mobile devices, where its low power 
consumption and high speed access is advantageous.

Cloud storage

Cloud storage uses the Internet to store data and files at a remote location. When data is sent 
to be stored on the cloud, it is sent to a server that is hosted by an external company.

Cloud storage is a type of storage where data is transferred and stored on remote storage 
systems where it is maintained, controlled and backed up over a network – the Internet 
usually. In general, users pay for their cloud data storage on a monthly basis in line with 
capacity. Although we use the term ‘the cloud’, the data is stored on hard disks or SSDs on a 
remote site. The cost of storage varies based on the company selling it (and pricing models), 
and how much storage is being rented by the user.

You should understand the need for a disaster recovery plan and be able to explain suitable 
options for recovery.

It is important for companies to have a disaster recovery plan in place for any type of system 
failures. There can be many different types of disasters that could occur, ranging from a 
power cut to a natural disaster. A company will need a detailed disaster recovery plan that 
highlights step by step how the business will recover. It should include details of strategies to 
deal with primarily the loss of data but also hardware, staff and buildings.

Disaster recovery plans (DRPs) usually contain details for restoring the Local Area Network 
(LAN), Wide Area Network (WAN) and wireless network. The plan should also include any 
programs or network services, server systems, computers and other devices, including any 
appropriate data.

Network services are crucial to allow internal and external communication, including sharing 
data across the organisation. A network can be affected by a number of disasters including 
fire, flooding, earthquakes, hurricanes, web-related issues, the failure of hardware and/or 
software, human error and a variety of cyber security attacks or events. Any interruption 
affecting a network service can impact the organisation’s ability to access, collect and use 
data, and communicate with partners, staff and customers. This will cause customer service 
and public relations issues.

Before embarking on any plan, the organisation must ensure that it sets the following:

•  Recovery Time Objective (RTO), which is the amount of time the systems should take to 
recover following a disaster or interruption.

•  Recovery Point Objective (RPO), which is the historical point which needs to be 
recovered from the backup copy so that the organisation can proceed successfully 
following a disaster or interruption. 

Depending on the organisation’s recovery time objective, looking at the table above 
‘Difference between backup copies’, the backup copy to be used will need to be selected. 
Organisations with a critical function such as the NHS, the Police and the Fire Service need 
their systems to be operational again as quickly as possible so that they can continue to 
deliver essential services. In order to do this, they will need to use the full backup copy. 
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On the other hand, in the case of organisations where the need to access data is not as 
critical, they could use a recovery point objective using an incremental backup copy to recover 
all recent files over an extended period of time.

Several organisations adopt the 3-2-1 backup process. 

•  Three copies of the data, namely two copies and one original. This ensures that neither 
a missing nor infected medium affects the capacity to recover.

•  Two different types of backup mediums. This reduces the risk of data failure as the 
same type of medium has been used. The common mediums are internal and external 
drives, portable mediums and cloud storage.

•  One copy off site. This reduces the risk in the case of fire or water damage, or other 
workforce issues etc. affecting other copies kept on site.

1.1.2.5 – Cloud Services
You should know:

•  the difference between cloud computing and cloud storage

•  the advantages and disadvantages of using cloud services for database applications.

The difference between cloud computing and cloud storage

The terms cloud computing and cloud storage are sometimes interpreted and used 
interchangeably, but this is incorrect.

Cloud storage

Often, when a normal user thinks of cloud storage, their initial ideas surrounding this 
technology is storing files such as songs, videos and programs on a remote computer, where 
they can be accessed from any device at any time. This is completely true. Cloud storage 
allows the user to save data on the Internet on systems such as Google Drive, Dropbox, 
iCloud, or OneDrive etc. 

Businesses and organisations make use of cloud storage to share documents with others. 
This way of working allows better storage of files, and allows networking and collaborating 
on projects by sharing data and documents. Depending on the company and level of service 
which the user has, the user can have a limitless drive to keep data which is now far cheaper 
than traditional drives. 

Cloud computing

Users use cloud storage to store data, but cloud storage makes use of data in the cloud 
storage to undertake specific tasks in the cloud. Once the data has been moved to the cloud 
storage, a team member with access rights can use the data via cloud computing in order 
to process it. An example of cloud computing is Software as a Service (SaaS), where a user 
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inputs data on software and the data moves to the computing system in the cloud directly, 
without storing enough data on the computer where the original data was inputted via a 
software interface.

Cloud computing continues to grow in the IT and business field, mainly because of the 
advantages offered by cloud computing to businesses and organisations such as enhanced 
collaboration, transparency, effectiveness, and novelty of solutions to problems. It also 
solves communication problems and allows for a wider audience, including customers and 
contractors.

Some of the main differences between cloud storage and cloud computing:

•  Cloud computing requires far greater processing power than cloud storage, but on the 
other hand, cloud storage depends on far more storage space.

•  Cloud computing targets businesses, whilst cloud storage is used by professionals and 
the public for a variety of reasons.

•  Cloud storage is for storing data only, whilst cloud computing allows users to work 
remotely and to transform data e.g., remote software programs.

These are the basic differences between cloud storage and cloud computing. They are 
interlinked concepts but also completely different concepts – they should not be confused. 

Types of cloud computing

The types of cloud computing can normally be summarised as three areas which build on one 
another, with each one offering specific features and functions, namely:

•  Software as a Service (SaaS).

•  Platform as a Service (PaaS).

•  Infrastructure as a Service (IaaS).

Software as a Service (SaaS)

Software as a service is what we are most familiar with, and this is the option most used by 
businesses which use the cloud.

The majority of SaaS applications are run directly through your web browser, which means 
that the client does not need to download or install anything.

Due to its web delivery model, SaaS removes the need for IT staff to download and install 
applications on each individual computer. Examples: Dropbox, Google Workplace, Salesforce.

When to use Software as a Service

•  When new businesses or small companies need to launch e-commerce quickly and they 
do not have the time for server or software issues.

•  To manage short-term projects which require fast, simple and affordable collaboration.

•  With applications which are not needed too often, such as tax software.

•  With applications which require web access and to be portable.
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Restrictions when using Software as a Service

•  Data security: There may be a need to exchange large quantities of data with SaaS 
post-app data centres in order to achieve the software’s required function. Exchanging 
sensitive business information to a SaaS service in the public cloud can threaten 
security as well as lead to significant costs from migrating a big data work stream.

•  Customisation: SaaS apps do not allow for much customisation. As there is no “one 
size fits all” solution, it can limit users in terms of practicality, performance and specific 
integrations as offered by the seller.

•  Performance and downtime: As the seller control the SaaS service, customers will rely 
on sellers to maintain the service’s security and performance.

Platform as a Service (PaaS)

PaaS provides a framework for developers which they can build on and use to create 
customised applications. All of the servers, storage and networking can be controlled by the 
third-party provider or initiative whilst the developers can maintain control of the applications.

The PaaS delivery model is similar to SaaS, but instead of delivering the software over the 
Internet, PaaS provides a platform for creating software. This platform is delivered via the 
web, and gives developers the freedom to focus on building the software without having to 
worry about operating systems, software updates, storage or infrastructure.

Examples: AWS, Windows Azure, Heroku, Google App Engine.

When to use Platform as a Service

•  PaaS can simplify workflow when a number of developers are working on the same 
development project. If other sellers have to be included, PaaS can give the entire 
process significant speed and flexibility. PaaS is extremely valuable if you need to create 
customised applications.

•  This cloud service can also reduce costs to a large extent and can simplify certain 
challenges arising if you develop or use an app quickly.

Restrictions when using Platform as a Service

•  Data security: Organisations can run their own apps and services using PaaS solutions, 
but the data which lives in the third-party cloud servers, managed by the sellers, pose 
security risks and threats.

•  Customising legacy systems: Several customisations and change of configuration may 
be needed so that legacy systems work with PaaS. Such customisation can create a 
complex IT system which could limit the value of investing in PaaS entirely.

•  Runtime issues: PaaS solutions may not be optimized for the language and frameworks 
of your choice. Specific framework versions may not be available or perform optimally 
with the PaaS service. Customers may not be able to develop custom dependencies with 
the platform.
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Infrastructure as a Service (IaaS)

IaaS is made up of highly scalable and automated computer tools. It is a complete self-
service for accessing and monitoring computers, networking, storage and other services. 
IaaS allows businesses to purchase bespoke tools instead of having to purchase hardware 
completely.

IaaS provides cloud computing infrastructure, including the servers, network, operating 
systems and storage, via virtualisation technology. IaaS provides the same technologies and 
capabilities as a traditional data hub without having to maintain or manage it physically.

Unlike SaaS and PaaS, IaaS clients are responsible for managing aspects such as 
applications, running time, OS, central software and data. However, IaaS providers manage 
the servers, hard drives, networking, virtualization and storage.

Examples: AWS, Google Compute Engine, Microsoft Azure, Cisco Metacloud.

When to use Infrastructure as a Service

Similar to SaaS and PaaS, there are specific circumstances where IaaS is most beneficial:

•  Perhaps new businesses and small companies would prefer not to spend time and 
money on purchasing and creating hardware and software.

•  When bigger companies prefer to maintain full control over their applications and 
infrastructure, but they only want to purchase what they use or need.

•  Companies experiencing fast growth will like the scalability of IaaS as they can change 
specific hardware and software easily as their needs evolve.

IaaS offers plenty of flexibility and the ability to grow if you are unsure of any new application.

Restrictions when using Infrastructure as a Service

•  Security: An internal threat or system weaknesses can reveal data communication 
between the maintenance infrastructure and VMs to unauthorised entities.

•  Internal resources and training: Perhaps additional resources and training will be 
needed so that the workforce can learn how to manage the infrastructure effectively. 
Customers will be responsible for data security, backups and business continuity.

•  Legacy systems operate in the cloud: Although customers can run previous apps in the 
cloud, perhaps the infrastructure will not have been designed to provide specific controls 
to secure previous apps. Perhaps minor changes will need to be made before migrating 
to the cloud, with the potential to lead to new security issues.
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Advantages and disadvantages of cloud computing

Advantages Disadvantages

• Low set-up costs.

• Dynamically add more capacity as the 
system grows.

• Compatibility issues are reduced.

• Documents and files can be accessed 
from anywhere that has an internet 
connection.

• Collaborative working.

• Reliability.

• An internet connection is required to 
create, edit, save, and retrieve files.

• Downtime – if the cloud providers are 
having technical issues, the service 
cannot be accessed.

• Security can be an issue as data 
stored in the cloud can be vulnerable 
to hacking.

• The cloud version of software is not 
always the most up to date.
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1.1.2.6 – System Development Life Cycle
You should understand the six parts of the system development life cycle:

•  System Investigation

•  System Analysis

•  System Design

•  System Implementation

•  System Maintenance

•  System Evaluation.

System Investigation

The system analyst would investigate the current, existing system via processing from fact 
finding, which is done via:

•  Interviews: Asking staff about the existing system, identifying issues and requirements.

•  Questionnaires: Using questionnaires designed to ask specifically about processes 
within the existing system, and any concerns or requirements. 

•  Direct observation: Observe existing systems being used, identifying any good features 
or weaknesses, and the essential processes within the system.

•  Document sampling: Examine current documentation of existing system to see how the 
processes within the organisation work.

...and then create a feasibility report examining the following:

•  The definition of scope of the current system: Investigate existing system to understand 
user requirements. To understand the purpose of business or organisation and their 
existing system in terms of inputs, processing and outputs. This will also include any 
restrictions on the new system such as timetable, cost, existing hardware and software, 
and staff capability.

•  Existing hardware and software: Investigate existing hardware/software specifications 
in terms of the client’s CPU/RAM/HDD storage; the existing software platforms and their 
compatibility with new systems; the server capacity and network speed/band width.

•  Problems with the existing system: De facto list of all factors identified during fact 
finding noting all existing system deficiencies. This could include problems accessing 
information, or inability to cross-reference information. Issues with speed would also be 
listed here.

•  User requirements for the new system: Wish list of solutions to all issues identified 
during fact finding, and reported by the user. The system analyst could also note 
improvements not considered by the user/end user.

•  The cost and benefits of introducing a new system: List of costs/benefits noting 
available features, required hardware or software, and likely cost of each element in the 
list.
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System Analysis

During system analysis, the system analyst will use a number of tools to analyse the existing 
system, and to show implementation of the new system. They include data flow diagrams, 
decision tables and data dictionaries.

•  Data flow diagrams: The system analyst would analyse every process required (which 
may be a new, existing or proposed system, and reflected as a data flow diagram). Data 
flow diagrams include the following elements, with each one having a defined role.

Start / Stop Procedure

Decision box

Input / Output

Operation

Connector

Store / subroutine demand

Control �ow

 An example of a data flow diagram is given below for a process in an imaginary carpet shop. 
It shows the process of calculating whether a customer receives free carpet fitting. Here, the 
carpet shop offers free fitting for purchases of £1000 or more.

Start

Input 
H1, H2, Cost/m2

Cost = (H1 x H2) x Cost/m2

Output Cost

Is the 
Cost > = 1000

YesNo

Output "Cost to �t" Output "Free Fit"

•  Decision tables: This approach simplifies decision rules in the form of a user-friendly 
table. Consider the following paragraph:

 



65

“Passengers aged under three qualify for a 90% reduction on domestic flights. 
Passengers aged under three are offered 80% off international flights. Travellers aged two 
and 17 are offered 20% off any destination. Travellers booking five months in advance 
are offered 10% off. For international flights, travellers are offered 25% off if they travel 
off-peak. There will be no discount on international flights, unless travelling off-peak. 
Frequent flyers are given 30% off. The discount is stacked. The highest discount for 
toddlers is 90%. The highest discount for any traveller not a toddler is 30%.”

It is difficult to follow this, and therefore it is difficult to implement, and mistakes could 
be made trying to follow the paragraph. This can be converted to the following decision 
table. This simplifies the data by means of abstraction i.e., removing unnecessary 
information and simplifying.      

Rules

Conditions 1 2 3 4 5 6 7 8

C1. Travelling toddlers (aged <3) Y Y

C2. Young travellers (aged 3–17) Y Y

C3. Frequent flyer Y Y

C4. Domestic flights Y

C5. International flights Y Y

C6. Early booking Y Y Y

C7. Travelling off-peak Y

Operations

O1. 10% discount 

O2. 15% discount

O3. 20% discount 

O4. 25% discount 

05. 30% discount   

06. 80% discount 

O7. 90% discount 
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• Data dictionary: This describes the data kept in any database. The data dictionary 
describes the data collected in each area, and saves users from having to understand 
complex databases or examining each area in detail e.g.,

For the following table in a database...

ID Name Surname Age Paid

000101 John Williams 21 Y

000102 Alice Davies 23 N

000103 Siân Jones 17 Y

000104 Kate Jenkins 19 Y

000105 Fred Thomas 22 N

... the data dictionary would look similar to the following.

Field Name Definition Data type Possible values Essential?

ID Unique 
identifier

String 000101–999999 Yes

Name First name String Any alphanumeric data No

Last Name Individual’s 
last name

String Any alphanumeric data No

Age Age in years Integer >=0 a <=120 No

Paid Paid fee Boolean Y, N No
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System Design

Here is a list of the technical requirements for operating the new system:

•  Hardware:

 −  CPU requirements

 −  Primary/secondary storage

 −  Required peripherals.

•  Software:

 −  System software

 −  Application software

•  Networking:

 −  Server (storage, CPU, speed)

 −  Speed/band range of network

 −  Related storage (e.g., NAS).

•  Staff issues:

 −  Identify staff’s technical skills/behaviour weaknesses

 −  Offer training

 −  Recruit new staff where needed.

•  Security issues:

 −  Identify security issues through a variety of techniques

 −  Establish security procedures (e.g., backups/recovery processes)

 −  Install security software.

System Implementation

Once the system has been created, it will need to be implemented i.e., establish the system 
and make it operational. Simply, this involves three steps:

1.  Installing the hardware and software

2.  Staff training

3.  Changeover methods: parallel, direct, pilot and phased methods. (See 2.1.4.2).
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System Maintenance

So that users can use the new system, they need to have information which will assist them 
after any training. From time to time, the system will need to be modified.

•  User manuals: These provide step-by-step instructions on how to operate all the 
processes which a general user will use.

•  Technical manuals: Technical documentation which will assist the technical users (not 
general staff) to operate the backend of the system and use elements not available to 
general users. 

•  Error checking: There will be general error correction procedures within the technical 
documentation but, from time to time, the system will need to be modified beyond the 
capacity of the technical staff, and the software developers will need to do this. These 
changes may be:

 −  rectifying: a change that needs to be done to correct a serious error

 −  adaptive: a change that needs to be done in response to another change e.g., a new 
file format is released

 −  perfecting: a change which improves system performance.

System Evaluation

•  Evaluate the new system: This is done to determine whether the new system meets the 
initial requirements and needs of the company. How the software can further evolve is 
also looked at during this stage.



1.1.3 – Digital 
Communications
In this section, learners will gain knowledge and understanding of 
the following:

•  range of digital communication methods for personal, social and business 
uses

•  reliability of online sources
•  social networking practices and ownership.
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1.1.3.1 – Range of Digital Communication Methods for 
Personal, Social and Business Uses
You should be aware of:

•  A range of digital communication methods, their advantages and disadvantages and any 
associated barriers to communication.

•  Identify various methods of personal and social digital communication.

•  Understand the advantages and disadvantages associated with them. 

•  Understand what would stop you communicating with any specific method.

You should be aware of the following types of personal and social communication methods, 
including the social norms and expected behaviour when using them – ‘Netiquette’ – for 
example, it would be acceptable on a personal and social level to use capital letters and 
emojis in written communication, but it would not be acceptable in a work environment.

Emailing

The majority of people today are more familiar with receiving an email than the normal post 
in relation to their personal and private matters, such as car repayments, mortgage, mobile 
phone etc. It is a service which most people use daily on their computers, mobile phones 
and tablets to communicate with family, friends and customer services. It allows the user to 
communicate across the world with anyone who has an email address.

Issues can arise when using email, including:

•  Viruses: Which are passed on very easily, such as attachments. The majority of email 
companies can scan users’ emails for viruses, and even block types of files which can 
pass on viruses such as .exe and .zip.

•  Phishing: Deception using a type of social engineering where internet users are directed 
to a fake website, but which looks like an official website to seek to gather personal or 
confidential information.

•  Send / receive assurances: There is no guarantee that the email has arrived nor that the 
recipient will read it until the next time they check their emails.

•  Spam: Unsolicited emails e.g., junk mail normally trying to sell products or services.

Emails can be sent very quickly, especially compared with traditional post. They can be sent 
24 hours a day 365 days a year. Emails can be sent and read anywhere in the world with an 
internet connection.

Sending emails is relatively cheap as the data is sent over the Internet, even to users using a 
dial-up system (wide band) instead of broadband. The only cost of sending an email will be 
seconds.

The main advantage of using email instead of normal post is the ability to send the same 
message to a number of people rather than individual messages to a number of people.
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When not to use email:

•  For sending important messages (those with a time limit).

•  To share long / complex guidance or information.

•  When the person receiving the message needs to respond immediately.

Advantages and disadvantages of emailing

Advantages Disadvantages

• Rapid.

• Cheap.

• Flexible.

• Availability.

• Need access to the Internet.

• Can spread viruses.

• Can be used to scam people e.g., 
phishing.

• Difficult to know whether an email has 
been read or not.

• Not suitable for sending urgent 
messages.

• Spam and unsolicited emails i.e., junk 
mail.

Email “Netiquette” 

You should do this Do not

• Write concisely.

• Checking and correcting spelling and 
grammar mistakes.

• Protect important documents with a 
password when sending via email.

• End your email with “Regards,” “Best 
wishes,” “Yours sincerely,” “Thanks” or 
another appropriate phrase.

• Use capital letters when writing for a 
business.

• Use emojis when writing for a 
business.

• Sending a work email from a personal 
email address.

• Sending document and password in 
same email.

 

Instant messaging 

Instant messaging allows the user to send urgent messages between two or more people 
in a real time over the Internet. People use instant messaging to chat with friends, family, 
colleagues and also to make new friends.

Instant messaging is very informal and tends to convey information very quickly.
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When not to use instant messaging:

•  When a company is part of the process of producing prototypes.

•  To send formal messages.

•  To send official business documentation.

Advantages and disadvantages of instant messaging for personal use

Advantages Disadvantages

• Real time quick communication tool.

• Instant acknowledgement of receiving 
a message.

• Contact friends and family.

• Allows for informal and easy 
communication.

• Unsolicited text messages.

 − Unless you set up your IM client 
carefully, anyone can send you a 
message – this is not always a 
good thing.

• Unwanted adverts in free services.

 − Sometimes, in order to provide 
a free service, the IM providers 
will send adverts and pop-up 
windows to everyone. To avoid 
this, you need to pay for a 
premium service.

Advantages and disadvantages of instant messaging for business use

Advantages Disadvantages

• Able to contact staff members who 
are off-site.

• Able to communicate as a group.

• Supports other types of 
communication.

• Saves on meeting space costs and 
overheads.

• Promotes worker engagement.

• Breaks barriers.

• It is easy to copy and paste chats in 
instant messaging, and they could 
reach the wrong hands.

• An instant messaging chat can be 
very distracting, leading to loss of 
study time or time working on an 
important project.

• IM messages are not kept and 
supported continuously.

• Whispers / fake news can spread 
quickly.
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Instant messaging “Netiquette”

You should do this Do not

• Avoid closed captions.

• Use status message effectively (away, 
busy, etc.)

•  Use “BRB” when leaving computer.

• Say your farewells before logging out.

• Keep font and colour simple.

• Use buzzes.

• Use aural emotions.

• Send an unsolicited file.

• Ask if someone has time to chat.

• Chat throughout the day.

Blogs

This website acts like an online diary where you can share your thoughts and interests. Other 
people can read your posts and look at your photos and videos.

When not to use blogs:

•  Blogs cannot be used for any real time communication.

Advantages and disadvantages of blogs

Advantages Disadvantages

• Allows you to write your thoughts on 
anything which interests you.

• Very quick and easy to set up, not 
much technical knowledge is needed.

• Easy and quick to update or add new 
post.

• People can leave comments on your 
blog.

• You can earn money through your 
blog.

• People can leave nasty or 
inappropriate comments.

• It can take a lot of time.

• People can reveal a lot of personal 
information unintentionally which can 
be misused.
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Blog “Netiquette”

You should do this Do not

• Quote sources clearly with a clickable 
link.

• Respond to comments.

• Be nice.

• Use something without 
acknowledging original owner.

Video conferencing

Video conferencing is a live video meeting between two or more people in different locations 
who are using video-enabled devices.

Video conferencing allows a large number of people to meet and collaborate remotely by 
transferring sound, video, text and presentations in real time over the Internet.

Advantages and disadvantages of video conferencing

Advantages Disadvantages

• Promotes productivity.

• Saves time.

• Reduces travel costs.

• Promotes collaboration.

• Lack of personal element and face-to-
face communication.

• Technology could fail.

Video conferencing “Netiquette” 

You should do this Do not

• Have a meeting agenda.

• Ensure you have the right equipment.

• Leave the microphone off when 
you are not speaking to reduce 
background noise levels.

• Delay start times, or waste time 
during the meeting by not being ready.

• Allow your camera location to 
interfere with other contributors in 
your video call.
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Social networking websites and apps

A social networking service is an online platform used by people to build social networks or 
social relationships with other people who share the same interests, activities, backgrounds 
or life connections in a personal or professional capacity.

Advantages and disadvantages of social networking websites and apps

Advantages Disadvantages

• Keep in touch with friends.

• See the latest news more quickly.

• Make friends with similar interests.

• Free advertising.

• Creative expression.

• Addictive.

• Can contribute to poor mental health.

• Fraud and scams.

• Misleading information.

• Cyber-bullying.

• Hacking.

Social networking websites and apps “Netiquette”

You should do this Do not

• Separate business and personal 
accounts.

• Share mindfully.

• Spam.

• Write in capital letters.

• Share the same message time and 
again.

Grammar, spelling and the correct use of capitals will also need to be correct on a 
professional level of written communication.

In video calls, many companies expect cameras and microphones to be turned off when there 
is a large number of employees on the call. They do this to reduce background noise levels 
and only allow the person speaking to have their camera and microphone turned on.

You should be aware of the following internal and external business communication methods:

•  Video conferencing:

 −  The main purpose of video conferencing is to allow face-to-face communication 
between two or more people in different locations.

 −  It is a popular alternative to teleconferencing for businesses, and is a cheap method 
of communication for individual users.
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•  Teleworking:

 −  Teleworking provides the opportunity to have a more flexible timetable for workers 
and the freedom to work remotely.

•  Emailing:

 −  Business email is a quick and professional method of communication with clients, 
prospective clients, suppliers, staff, your bank manager and industries across the 
world.

•  Promotion:

 −  The main aim of promotion is to ensure that customers are aware of the existence 
and location of products.

 −  Promotion is also used to persuade customers that the product is better than 
competitors’ products, and to remind customers why they could want to purchase 
them.

•  Promotion methods: advertising, marketing, websites:

 −  Online advertising, also called online marketing, internet advertising, digital 
advertising or web advertising, is a type of marketing and advertising which uses 
the Internet to deliver promotional marketing messages to users and customers.

•  Apps:

 −  Various apps which allow company employees to communicate with each other and 
customers, such as Slack.

You should know what the main purposes of the listed methods are and what the implications 
are of using them. 
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1.1.3.2 – Reliability of Online Sources
You should be aware of issues around the reliability of online sources and facts in relation to 
the following:

Accuracy of information:

•  Not all of the information shared online is accurate e.g., any user can edit Wikipedia at 
any time.

•  Facts and opinions on personal blogs, social media and forums can be incorrect.

The following table should be used when forming opinions on any resource from the Internet:

Word Definition

Fact Scientifically proven information.

Judgement Information thought to be true, but which may not be true.

Biased Information believed by a specific group of people, such as a religious 
group.

Unbiased Information which is neutral and does not take one party’s word for it.

Plagiarism Using someone else’s work as your own without their permission.

Recognition Sharing the name of the person to be credited for creating original 
information.

Correct Ensure information is an accurate reflection of what happened in actual 
fact.

Reliable Ensure that information comes from a reliable source and is likely to be 
true.

Accreditation Support or approve information from a suitable source.

Biased information:

•  Information written from the perspective of people with a specific interest can be biased 
information e.g., Trip Advisor could contain biased information.

Out of date information:

•  Information changes with time.

•  Sometimes old information can be unreliable.
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Not all information shared online is accurate. For example, Wikipedia can be edited at any 
time by any user. Facts and opinions on personal blogs, social media and forums can also be 
inaccurate.

Biased information is also available on the Internet. This is the kind of information written 
from the perspective of people offering their own personal views. A website such as Trip 
Advisor would be an example of a website that includes biased information.

Out of date information: as information changes over time, old information can sometimes be 
unreliable.

You should be aware of the following methods that verify information found online:

•  Checking multiple sources.

•  Using trustworthy websites.

Checking multiple sources to confirm information found and to ensure a few different sources 
of information state the same information.

Using trustworthy and well-known websites can help to ensure the information found online is 
reliable. The BBC News, WJEC and government websites could be examples of these. 
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1.1.3.3 – Social Networking Practices and Ownership
You should understand the following:

•  how contemporary social networking platforms work.

A social network can be defined as a way of connecting with others locally or across the 
world.

The term ‘social network’ has existed since the 1950s in actual fact, before the advent of the 
Internet as we know it today.

Throughout our lives, we create many social networks, from where we live, and from school, 
college, university, friends, colleagues, and sports teams / hobbies. If we were to write the 
names of all of these people down on a piece of paper, we would realise that we actually 
know a lot of people. 

Social networks allow their users to see connections between the user and their friends, 
friends to friends, and friends to friends’ friends, with images, and some information which 
can be shared. A social network allows users to connect with friends (old and new), share 
topics and interests, join groups or find jobs and relatives.

Advantages and disadvantages of social networks

Advantages Disadvantages

• Communicate with other people.

• Sharing of information.

• Educating others.

• Helping others, such as charities, 
good causes, to raise awareness.

• Self-promotion or promotion of 
business.

• Help to keep local area safe and build 
safe communities.

• Communicate with others across the 
world.

• Sharing personal information.

• Hacking.

• Addictive.

• Potential of cyber-bullying.

• Potential for fraud and scams.

• Could ruin someone’s reputation.

• Health issues.

How social networking affects the concept of ownership of media

•  The terms and conditions of the majority of social networks allow their users to 
share photos, videos and text. From the moment content is uploaded to the platform, 
the company owns it and can use it however they choose e.g., marketing videos or 
advertisements. 

You should understand the difference between different social media platforms e.g., 
Facebook, Twitter and Snapchat; who uses them, what they are used for and why.
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You should understand that each platform has its own benefits and drawbacks and that 
social media as a whole does too. You should understand the implications of sharing media 
on social media sites and the implications for copyright and libel.

Facebook

•  The main body of Facebook is based on a weblog format.

•  Users can write a status.

•  The user can choose to make their status public or private.

•  Users can IM their friends and communicate in real time.

•  Facebook can be accessed on all smart devices.

Advantages and disadvantages of Facebook

Advantages Disadvantages

• Allows users to share what’s 
happening in their lives.

• Allows users to send instant 
messages.

• The service doesn’t cost anything.

• Every action happens instantly.

• Allows uploading of images and 
videos.

• Allows users to advertise and 
promote businesses.

• Offers unlimited cloud storage.

• Addictive.

• Facebook privacy is questionable.

• Cyber-bullying is a serious issue on 
Facebook.

• Users need an internet connection.

 Twitter

•  The main body of Twitter is based on a microblog format.

•  Users can write a tweet and update the world on things that are happening.

•  Anyone can see your tweets.

•  Tweets are limited to 280 characters.

•  Users can follow other people’s Twitter accounts.

•  Twitter can be accessed on all smart devices.
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Advantages and disadvantages of Twitter

Advantages Disadvantages

• Easy promotion of research by 
providing links to blog pieces, journal 
articles and news items.

• Reach a large number of people 
quickly via tweets and retweets.

• Follow the work of other experts in 
the field.

• Build relationships with other experts 
and followers.

• Addictive.

• Fake profiles.

• There is a lot of spam on the network.

• Twitter has a character limit.

Snapchat

•  This is a popular messaging app.

•  It allows users to exchange photos and videos (called gifs) which are supposed to 
disappear after being seen.

Advantages and disadvantages of Snapchat

Advantages Disadvantages

• Allows users to send photos to one 
another.

• The service doesn’t cost anything.

• Every actions happens instantly.

• Allows the sharing of experiences and 
short clips.

• Users need an internet connection.

• Users can take photos to keep for an 
unspecified time without permission.

• Fake profiles.

 



1.1.4 – Impact of Digital 
Systems on Organisations 
and Individuals
In this section, learners will gain knowledge and understanding of 
the following:

•  efficiencies and benefits provided by digital systems
•  implementation of digital systems
•  changing working practices
•  changing relationships between producers, manufacturers, distributers and 

consumers
•  rise of services and monetising content.
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1.1.4.1 – Efficiencies and Benefits Provided by Digital 
Systems
You should be aware of the efficiencies and benefits of digital systems and be able to identify 
advantages and disadvantages.

Office based digital systems for an organisation 

These include:

•  Creating electronic documents:

 −  Creating letters using word processor.

 −  Presentations using presentation software. 

 −  Complex calculations and predictions using a spreadsheet.

 −  Save and search for customer details, stock, sales etc., using a database.

•  Collaborate on documents:

 −  Cloud systems similar to Microsoft Teams or Google Meet allow users to work 
together on documents and discuss changes on the screen at the same time. Cloud 
systems such as Google Docs or Word 365 allow a number of users to work on the 
same document, at the same time.

•  Support workflow:

 −  Use software such as Asana. Work management systems allow managers to set 
tasks for individuals with completion times, and can follow which tasks have been 
completed within wider project.

•  Electronic signatures:

 −  Electronic signatures allow the signing of documents in the online world, similar 
to signing a document with a biro in the offline world. There are different types of 
electronic signatures; the two most common are noted below:

•  Simple electronic signatures: These include scanned signatures and/or tick 
boxes with statements

•  Enhanced electronic signatures: These are uniquely linked to the signatory. 
Here, the signature is created with a private key which is only available to the 
signatory. There is also additional data within the signature which can detect any 
changes should someone attempt to change content of what has been signed.

•  Sharing documents via email:

 −  Simply, transferring documents as email attachments rather than sending them by 
conventional post.

•  Enterprise content management (ECM):

 −  This is a system designed to manage an organisation’s documents. Unstructured 
information, including word processing documents, spreadsheets, PDF documents 
and scanned images, are stored in a structured way and made available to the right 
people at the right time. ECM systems are very often accessed via a web browser.
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•  Stock management systems:

 −  Supermarkets are now quite familiar with managing stock with ICT. To do this 
effectively, the amount of stock in the shop needs to be noted ensuring that no 
goods sell out completely and that too much stock is not ordered as back up as 
these supermarkets do not have large warehouses to keep products off the shelves. 
Having too many items which do not sell well wastes space on the shelves. If items 
do not sell, they are in danger of going past their sell-by date, and they will have to 
be thrown away. Foods such as meat, fruit and vegetables must be sold before they 
go off.  
Striking a balance between the stock which needs to be kept in the shop and what 
is likely to be sold is a very complex process. Due to all the different items being 
sold in supermarkets, it would not be possible to manage this without ICT. The 
supermarket computer has a database which stores information on all the items 
sold in the shop. When an item is scanned at the POS, the barcode number is sent 
to the computer which finds the item’s details in the database. The data will be sent 
back to the POS where it will appear on the customer’s receipt. Some fields in the 
database store information which describes the item and records the price. The 
field detailing how much of the item is in stock changes constantly as items are 
sold. The supermarket’s stock management therefore relies on an ordering system 
based on sales. The manager’s ability to predict sales, including factors such as the 
time of year and weather, is also crucial.

•  Management Information Systems (MIS):

 −  This is a collection of hardware and software acting as the backbone of an 
organisation’s operations. MIS collects data from multiple online systems, analyses 
the information, and reports on data to help make management decisions.

Consumer digital systems for an individual

•  Create electronic documents:

 −  Almost identical to office systems, allows individuals to create documents for 
personal matters e.g., writing letters, using spreadsheets to calculate household 
budget, creating database with lists such as birthdays to send cards.

•  Smart devices:

 −  There is a wide range of these, including:

•  Digital assistant e.g., Google Home, Amazon Echo, Apple HomePod

•  Smart lightbulbs

•  Smart thermostat

•  Smart doorbell

•  Smart door/window lock.

•  All of these provide users with information, and can be managed remotely.

•  Home streaming:

 −  Video streaming e.g., iPlayer, Netflix, Amazon, Disney+

 −  Audio streaming e.g., Apple Music, Spotify, Soundcloud.



85

You should be able to identify generic benefits and drawbacks applicable to a range of 
systems.

1.1.4.2 – Implementation of Digital Systems

System conversion

When moving from an old system to a new system, it is possible to do this in many ways, and 
three of these are:

•  pilot method

•  parallel method

•  ‘big bang’ method.

Pilot method

A small-scale implementation of a digital system (hardware/software) perhaps in one part 
of the office with a set of users, one department of an organisation or one branch. The 
main benefit of the pilot method is risk reduction and testing – adjustments can be made if 
necessary, before the full scale roll out.

•  The new system will run simultaneously, but will only be used by a limited number e.g., 
one specific department within the company or a designated group.

•  All of the features of the new system can be used fully.

•  If something goes wrong with the new system, only a small part of the organisation is 
affected. 

•  Staff from the pilot can help to train other staff. 

•  Staff can focus on one area to resolve any problems.

•  For the department doing the pilot, there isn’t a backup system if things go wrong.

•  There could be issues during the exchange period when they need to communicate 
using different systems.

•  Slower than other methods.

Parallel method

Both systems run simultaneously, side by side. The old system is switched off once there is 
certainty that the new one is running correctly. Employers can provide training and develop 
confidence knowing that the old system is still available.

•  Users can return to the old system if needed, if there is a problem.

•  The new system is available immediately, if required.

•  The outputs from the old and new systems can be compared to check that the new 
system is running correctly/in the same way.
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•  It is expensive, due to the possible need for additional temporary staff or paying existing 
staff for their time to operate both systems.

•  Two systems could cause confusion.

‘Big bang’ method (also called direct)

Digital system implementation is where a company starts using the new system immediately. 
This method is cost-effective and has a shorter implementation time.

•  The old system is switched off, and the new system is used immediately.

•  This method could be used in situations where failure would not be disastrous. 

•  Could be cheaper to operate than other methods.

•  The new system is available immediately.

•  The new system may not work at the optimum level until staff have become used to 
using it. 

•  If the new system fails, the organisation will not have a backup system which could be 
disastrous.

1.1.4.3 – Changing Working Practices
Changes to working practices have influenced culture and society as a result of digital 
technology.

Below are some of the changes, and like every other change, each one has advantages and 
disadvantages. 

Increased amount of new job roles in the digital technology sector

This is still evolving, but clearly a large number of jobs have been created as a result of digital 
technology, which is beneficial to people with the skills to undertake these roles. Having said 
that, individuals without the appropriate specialist skills are at a disadvantage. Amongst the 
examples of new jobs resulting from digital technology are:

•  Systems Manager

•  Database Designer

•  App Developer/Programmer

•  Digital Marketer 

•  Social Media Manager

•  Cyber-Security Analyst.

Job losses due to new technology

As a result of digital technology, a large number of jobs have been replaced. Clearly, this 
is detrimental to any staff who have lost their jobs, but it is often possible to retrain them 
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to work with new systems. With new specialist skills they could be perfect for maintaining 
any new system. There are other benefits, such as improved security, lower costs and fewer 
human errors.

Amongst the examples of job losses are:

•  Manufacturing: robots have replaced people.

•  Cashiers: in banks and shops as a result of banking machines/self-service tills.

•  Travel agents: due to online booking.

•  Call handlers: computers can direct calls to the right place via AI or a menu system.

Changes in work patterns

These changes accelerated during the COVID-19 pandemic. As a result of digital technology, 
it has become clear that traditional work patterns can be changed. 

There is no need to commute, so workers can work remotely, either nationally or 
internationally, saving travel costs for the worker and office maintenance costs for the 
employer. However, this does not suit every member of staff; perhaps some workers do not 
like the overlap between work and home, or they do not have the quiet space needed to work. 
Some employers prefer to have staff on site as they feel this improves collaboration.

In non-customer facing roles, working hours do not need to follow a strict 9-5 pattern, and 
workers can work any hours of their choice, as long as they fulfil their commitments / 
workload.

• Collaborative working:

 −  Cloud systems such as Microsoft Teams or Google Meet allow users to work 
together on documents and discuss changes on the screen at the same time.

• Teleworking:

 −  VOIP systems allow users to take calls remotely and deal with calls ordinarily 
answered in an office or call centre.

• Video conferencing:

 −  Systems such as Skype or Zoom allow a number of users to see, hear and speak 
with one another in virtual meetings.

• Digital divide:

 −  The digital divide is a term that refers to the gap between populations that have 
full access to modern information and communications technology, and those who 
have restricted access. It is used mainly to describe the split between those with 
and those without broadband internet access.

 −  The divide traditionally exists between those in cities and those in rural areas; 
between the educated and the uneducated; between socioeconomic groups; and, 
globally, between the more and less industrially developed nations. Even among 
populations with some access to technology, the digital divide can be evident in the 
form of lower-performance computers and lower-speed connections.
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 −  The next billion people coming online will do so from cheap, mobile phones. While 
the cost of phone services is falling globally, fixed broadband, typically more reliable 
and faster than cellular connections, is becoming more expensive in the poorest 
countries.

• Emerging technologies:

 −  The need for retraining and upskilling. As already discussed, people need to 
undertake new roles, and often, the best people are those with an understanding of 
the traditional role being replaced by technology. In such a scenario, retraining and 
upskilling can offer new roles.

1.1.4.4 – Changing Relationships between Producers, 
Manufacturers, Distributers and Consumers
You should be aware of the advantages and disadvantages to both customers and 
businesses of:

•  Business to Business (B2B) Electronic Data Interchange (EDI) 

We normally see both these terms together to describe a process. 

•  Simply put, B2B means businesses exchanging products, services and information with 
another business rather than with consumers.

•  EDI is the process of using paperless methods for the electronic interchange of business 
documents between companies in a standard format.

•  Therefore, B2B EDI is where businesses use EDI to exchange documents with one 
another. The documents usually exchanged are purchase orders and invoices. The 
documentation flows directly between the computer system of the company selling and 
the company making the purchase, and back.

Traditional process

EDI process

@

Purchase Order

Invoice

Vendor internal systemBuyer’s internal system

Buyer’s internal system

Purchase Order

Invoice
Mail, fax or email
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Advantages and disadvantages of B2B EDI over traditional processes

Advantages Disadvantages

• Orders are processed more quickly.

• Staff are released to undertake more 
valuable tasks e.g., customer service.

• Costs are reduced due to spending 
less time filing/searching for paper.

• It is easier to follow status of order.

• Transcription errors are removed.

• Using less paper is better for the 
environment.

• There are fewer opportunities to 
network with other people.

• The cost of induction and moving to 
the new system can be high.

• The system will only work with other 
companies who use EDI.

Online shopping

Online shopping is extremely popular, and it became even more so during the COVID-19 
pandemic when people had to stay at home. To shop online, shops need to create websites 
which show the products they are selling and offer an electronic shopping basket to any 
visitor.

Customers access the website, add anything they wish to purchase to the shopping basket 
and pay with a credit or debit card (card details are processed on secure sites provided by 
e-pay companies e.g., Visa, PayPal). 

Online shopping is called e-commerce.
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Advantages and disadvantages of e-commerce to the customer

Advantages Disadvantages

• Can make purchases 24/7.

• People with medical needs/
disabilities do not need to travel to 
shop.

• More likely to see better offers online 
or able to use discount code apps.

• Save on travel time and transport 
costs.

• More choice online than in a shop.

• Customers can compare websites or 
use comparison websites.

• Products are sent directly to 
customer’s home or a collection point.

• Order can be tracked.

• Websites can suggest similar 
alternatives or products which match 
those being purchased. 

• Reviews are available from other 
customers and can be read prior to 
purchase.

• It is difficult to see and impossible to 
feel quality of online products.

• Lose shopping ‘experience’ and social 
aspects. 

• Hidden costs to online shopping e.g., 
credit card fee or shipping costs.

• Risk of attack on company website 
with bank or credit card details being 
stolen.

• Have to wait for products to be 
shipped, and sometimes products 
are late arriving or take a long time to 
ship.

• Customers receive spam emails after 
creating an account on websites of 
companies who sell details on.
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Advantages and disadvantages of e-commerce to the business

Advantages Disadvantages

• Businesses can sell their products 
24/7.

• No need to pay for physical shop e.g., 
rent/mortgage payments. 

• The business can benefit from 
customers leaving positive reviews/
feedback on the business or products.

• New customers attracted from new 
areas or countries via the business' 
online profile and search engines. 

• Creating the website and hosting/
updating the website incur costs, 
which can be high. 

• Customers’ bank details have to be 
kept securely and against a cyber-
attack.

• There may be issues with shipping. 

• Technical issues can hamper a sale.

• Bad or false reviews/feedback on 
products can impact a company’s 
image and hinder sales.

• Competitors have easy access to the 
business’ prices.

Online marketplaces which process third party Business to Consumer 
(B2C) or Consumer to Consumer (C2C) sales

Online marketplaces are a business to customer sales method. Rather than creating your own 
website, a number of companies offer use of their sales platform to sell products e.g., eBay 
Stores, Amazon Marketplace and Etsy. 

With this sales method, all that the company has to do is create a ‘shop’, publish the product 
with price, and the product will be put on sale on the platform. When the customer purchases 
the product, these platforms provide the customer with payment facilities e.g., PayPal or 
using a credit/debit card. Companies have different pricing models for this type of service. 
Some charge a monthly subscription fee; there will normally be different subscriptions 
available which vary in price. This model is usually ‘the greater the subscription fee, the 
smaller the other costs’. Some other companies provide a ‘shop’ for free, but they charge a 
fee for listing items for sale, along with a selling fee where a percentage of the sale is paid to 
the marketplace company. 
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Advantages and disadvantages of online marketplaces which process 
third party Business to Consumer sales

Advantages Disadvantages

• Quick set-up of shop.

• No need to pay for design or 
configuration, nor website 
maintenance costs.

• No need to install nor maintain 
payment methods.

• The companies will normally appear 
at the top of search engine results.

• Being part of a popular marketplace 
gives the customer confidence.

• Businesses can sell their products 
24/7.

• It reduces marketing costs.

• The business can benefit from 
customers leaving positive reviews/
feedback on the business or products.

• Not much control over website design 
nor ‘branding’.

• Subscription costs can be high 
(£1000+ per month for some).

• There is a listing fee and a percentage 
of all sales is paid in a sales fee.

• Bad or false reviews/feedback on 
products can impact a company’s 
image and hinder sales.

C2C: consumer to consumer selling 

This is very similar to B2C but on a smaller scale. Here, customers use a marketplace 
company’s online platform to buy and sell to other customers. Some websites e.g., eBay offer 
payment facilities, and others require the customer to deal with payments themselves. Here, 
there is either a cost to list the item, with the company taking a sales fee (as with B2C), or the 
service is free, with the marketplace company receiving income by showing advertisements 
to consumers.
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Advantages and disadvantages of C2C selling 

Advantages Disadvantages

• No need to create a website to sell 
products, so the inexperienced can 
use it.

• Products are for sale 24/7.

• The customer can benefit from 
customers leaving positive reviews/
feedback on the business or products 
being sold.

• When making a purchase, it is 
possible to search for prices, and 
compare prices.

• There is a listing fee and a percentage 
of all sales is paid in a sales fee.

• Bad or false reviews/feedback on 
products can impact the person’s 
image and hinder sales.

• When making purchases, care needs 
to be taken as some fake products 
are listed, and never reach the buyer 
once they have been paid for (there is 
normally a way of claiming the money 
back, but that can be cumbersome).

• When making a purchase, shipping 
costs can be high as sellers do not 
have cheap postage facilities.

1.1.4.5 – Rise of Services and Monetising Content
With the rise in the use of online platforms, a large number of services are available online. 
Clearly, any service needs to be marketed, like any other product, and it is possible for users 
to monetise their content through advertisements. Marketing, advertising and mining data are 
common methods used by companies to promote their products.

Marketing aimed at prospective customers and existing customers via:

•  Emails:

To promote new products. These emails can be ‘blanket’ emails sent to every customer, 
or they can be targeted i.e., promoting products for a specific customer who has been 
targeted via data mining. Emails can also be targeted to attract new customers by 
buying and using email lists from other companies.

•  Social media marketing:

Posting on a social media platform to promote a product or service. Like emails, these 
can be targeted towards specific groups. Celebrities also use social media for product 
promotion.

•  Search Engine Optimisation (SEO):

Simply put, anything done to improve the position of the page on a Search Engine 
Results Pages (SERPs) list. The aim for the majority of businesses is to increase 
website visibility and to achieve a high rating for search terms or phrases on search 
engines such as Google and Bing. This can be done through good web design (updating 
content/including metadata/using alt tags on pictures), or a monthly fee can be paid to 
a company to increase website rating.
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•  Influencer marketing:

A company gives a product to an influential person e.g., on YouTube or Instagram, and 
the influencer gives a positive review (hopefully!) on the product. Should the influencer 
be paid to give a positive review, there are rules in place requiring the influencer to mark 
the post as an ad.

•  Advertising through websites:

Paying another company to advertise your products on their website, or paying 
individuals to place advertisements in their content e.g., YouTubers are paid when 
advertisements are used during their videos or on their channel. When content shows 
advertisements, we say that the content is monetised.

•  Data mining and analytics:

Data mining is where companies analyse large amounts of data, they hold about their 
customers to predict trends and then target customers for specific services or products.



1.1.5 – Securing Data and 
Systems
In this section, learners will gain knowledge and understanding of 
the following:

•  the range of threats to data
•  the range of cyber security resilience controls
•  digital footprints
•  legal and ethical responsibilities, including privacy and trust.
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1.1.5.1 – The Range of Threats to Data
You should understand the following:

•  The following threats to data stored on computer systems and online.

•  Accidental damage – identifying how data can be at risk from accidental destruction.

•  Malicious and deliberate damage.

There are times when data is damaged by accident. Accidental damage includes:

•  Accidentally overwriting a file or deleting a folder. This will either delete or replace data.

• Forgetting to save a change to data.

•  A program error that causes data loss / data corruption so that it can no longer be read.

•  Data input error causing processing error.

•  Leave a laptop or storage device on the train.

•  Natural disasters e.g. floods and fire.

Malicious and deliberate damage

•  A disgruntled employee deleting or infecting data on purpose.

Viruses

•  A virus is a computer program designed to copy itself repeatedly and attach itself to 
other computer programs. They are used to modify or corrupt information on a targeted 
computer system. A traditional virus has to attach itself to another file, which is called a 
vector. 

•  Worms are another type of virus – these are also programs which replicate themselves 
exposing weaknesses in operating systems so that the computer in question can be 
controlled remotely, but unlike a traditional virus, they do not need to attach themselves 
to another file.

Malware

•  Short for malicious software, malware is a broad term used to describe software used to 
disrupt computer operation. Spyware, viruses, worms, keyloggers and trojans all come 
under the definition.

Spyware

•  Software installed by opening attachments or downloading infected software. Spyware 
can be used to collect stored data without the user’s knowledge.

Trojans

•  Programs that appear to perform a useful function, but also provide a ‘backdoor’ that 
enables data to be stolen.

Keyloggers

•  Programs which steal any inputted text (e.g., bank details, usernames, passwords) typed 
on a keyboard, and send these details back to another computer as well as the details of 
the program/website used at the time.
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Social engineering

•  Influencing people psychologically to reveal personal or confidential information. One 
common method is to use social media to get people to reveal their personal details 
(e.g., the name of your place of birth followed by the name of your first pet). Another 
method is to send an email alleging there is a problem with your bank account and 
asking you to call a number to discuss this with a member of staff, or an email asking 
you to input your PIN/password into a form in order to ‘unlock’ your account. Most 
people are alert to this kind of attack, so an attack like this will involve thousands of 
emails being sent, managing to deceive only a very low percentage.

Phishing

•  Deception using a type of social engineering where internet users are directed to a fake 
website but which looks like an official website to seek to gather personal or confidential 
information.

‘Brute force’ attacks

•  Repeatedly trying combinations of characters in usernames and passwords in order to 
gain access to a computer system. There are two main types.

•  Traditional brute force attack. Every combination of password is used one by one (e.g., a, 
b, c… then aa, ab, ac, ad, etc.) until the correct combination is found. 

Dictionary Attack

•  This normally uses a list of usernames and common passwords e.g., names of popular 
football teams.

Denial of Service (DOS) attacks

•  Prevention of access to systems usually by repeatedly sending huge amounts of 
messages (emails usually) asking a network or server to authenticate a request that has 
no valid return address. It could come from one computer (DOS) or use a network of 
computers, with or without the users’ knowledge. This is called a Distributed Denial of 
Service Attack or DDOS.

Data Interception and theft/hacking

•  Once a hacker has accessed a system by using any of the methods above, they can 
operate in several ways. Two of these are:

 −  Preventing access (by changing passwords) and claiming a ransom to provide 
access back to the computer system.

 − Data theft e.g., stealing user data, and either keep it or accept a ransom and then 
give it back, or sell it to criminals to use. 

Unauthorised taking or interception of computer based information

•  Legally speaking, even accessing confidential information or a system without authority 
amounts to breaking the law. Similarly, taking or preventing information without 
intending to do anything else is against the law under the UK’s Computer Misuse Act.
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You should understand how networks, systems, transmitted and stored data can be protected 
using the following security measures.

Clearly, data and computer systems need to be protected from attacks. There are a number of 
different ways of doing this. Below are some of the most common ones.

Encryption

Encryption is the process of changing data so that it is in a non-readable format.

A famous example is the Caesar cipher. Here the letters in any message are moved forward 
or back by a number of letters in the alphabet. We call the number and direction of letters 
which need to be moved forward or back a cipher key.

For this system, using the English alphabet, the word ‘tank’ with a shift of +3 turns into the 
word ‘wdqn’. 

Original letter Move +1 Move +2 Move +3
(encrypted)

T U V W

A B C D

N O P Q

K L M N

If this message was sent to a user, no one seeing the message would know the word ‘wdqn’ 
unless they had a key. When the user (who knows the key) receives it, all that needs to be 
done is implement the key the other way (-3) to decrypt the message.
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Symmetric encryption

The Caesar cipher is an example of symmetric encryption. Symmetric encryption is an 
encryption method where the encryption and decryption key is the same. The advantage 
of this kind of encryption is that it is fairly simple and quick, but it tends to be weak as it is 
possible to identify patterns within the data which has been encrypted (e.g., repeating letters 
will be of great use when decrypting a message). Another problem is, if data is sent, the key 
needs to be sent too, so if someone intercepts both, all of the data could be read.

Asymmetric encryption

There is another encryption method called asymmetric encryption. Here data is encrypted 
using a public key.

Consider the following:

Consider two people. Ioan and Maia. Maia wants to send a message to Ioan. 

Ioan has a public key which is available to everyone. If Maia wanted to send Ioan a message, 
she can use his public key to encrypt data.

This is the important part. This public key cannot decrypt data, only encrypt it. So, once Maia 
has encrypted the message with Ioan’s key, neither her, nor anyone else, can decrypt it with 
the public key.

Ioan has another key, on his computer, which is the private key. It is different to the public 
key, but linked to it mathematically. Only Ioan has this key, and only this key can be used to 
decrypt a message.

So, anyone in the world can encrypt a message to send data to Ioan with his public key, but 
only Ioan, and his personal, private key, can decrypt the data.

Diagram: asymmetric encryption  

Receiver's public key

Unencrypted message Encrypted message Unencrypted message

Sender Receiver

Receiver's private key

An encryption 
algorithm

Hello friend
&%$£%£*@
%$&&%”£%
$£!&*%$&!?

Hello friendAn encryption 
algorithm
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A good example of this kind of encryption is the RSA (Rivest–Shamir–Adleman) algorithm.

(There is a good explanation here: https://bit.ly/36ZKY9L)

The benefit of this system is that it is more secure than symmetric encryption as there is no 
need to send the key. But it is more complicated and therefore slower to encrypt messages 
using this method.

Firewalls

Firewalls are a network security system that monitor incoming and outgoing traffic based on 
pre-determined rules. A firewall can be a software or hardware security system that controls 
the incoming and outgoing network traffic. Packets of data are analysed to determine whether 
they should be allowed through or not. 

LAN

Firewall

The basic function of a firewall is to monitor where data has come from and where it is going, 
and to determine if this communication is allowed. 

Anti-virus software

Anti-virus, spyware, ransomware and malicious website detection software. This is a program 
that can be loaded into the memory when the computer is running. It monitors activity on a 
computer system for the signs of virus infection. 

Each virus has its own unique ‘signature’ that is known to virus protection software and 
stored in a database. Data stored on a computer system is scanned to see if any of the virus 
signatures within the database exist on the system. 

The majority of antivirus programs also use a technique called heuristic scanning. This 
technique has been designed to identify suspicious features which can be detected in new, 
unknown viruses and versions adapted from existing threats. 

https://bit.ly/36ZKY9L
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Hierarchical access levels

Assigning different levels of system access to users depending on their role. It is not 
desirable that every user should be able to access all the data on a computer system. User 
access levels are one method used to allow certain users to read and/or write access to data 
on a computer system. For example, in a program used within a company, an administrator, 
possibly the owner, will have read and write access to all data on the system. An assistant, 
however, will not have access to confidential data such as employees’ salaries. User access 
levels will define which users have different types of access to data.

1.1.5.2 – The Range of Cyber Resilience Controls

Cyber resilience

•  This is a company, or other entity’s, ability to prepare for a cyber-attack and to overcome 
such an attack, continuing to act as normal, and where necessary, to respond to the 
attack and recover. Cyber resilience is important to any IT system, be that infrastructure 
e.g., energy transmission (electricity/gas network) within businesses, organisations and 
states.

The potential consequences to a company of a cyber-attack

Of course, a cyber-attack can impact any entity, and some of these impacts are:

•  Loss of data and information temporarily or permanently, with the need to restore or 
recover data from backup copies.

•  Damaged or corrupted software, which needs to be reinstalled.

•  Websites going offline, with the need to repair the website and restart the server.

•  Loss of reputation which has been built up over time.

•  Loss of competitive edge.

•  Financial loss.

There are resilience measures which a company can use to prevent a cyber-attack, including:

Using a boundary firewall and internet gateway

Boundary firewalls and gateways provide a basic level of security when a user connects to 
the Internet. Whilst anti-virus software helps to protect the system from unwanted programs, 
a boundary firewall helps to block attackers or external threats from accessing the system in 
the first place.

The boundary firewall monitors all network traffic and can identify and block unwanted 
traffic which could damage your computer, systems and networks. The security provided by 
the firewall can be modified like any other control (in other words, the firewall ‘rules’ can be 
changed). 
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Having secure system configuration 

•  Admin accounts

•  Audit trails

•  Account management

•  Backup copies

Implementing access control including restricted access to valuable data

•  Only a limited number of staff with high level access will be able to access, edit, add or 
delete data. These will usually be high-level managers and system managers.

Implementing malware protection

•  Ensuring that there is a robust firewall, along with an antivirus program, installed on 
every machine, which is regularly updated. Also, additional systems can be installed 
such as a web filter which blocks inappropriate websites, and an intrusion detection 
system which informs technical staff if there is interference with the system which has 
managed to avoid the firewall.

Having patch management to ensure the latest updates of software are 
applied to all machines

•  Now and again, companies realise that there are weaknesses in their software which 
allow hackers to infiltrate a system. In this scenario, the company will publish a patch, 
namely an update which deals with the weakness, and repairs it. Normally, updates 
include general improvements to software, but if there is a critical problem (i.e., a 
serious one which could lead to data loss or system damage), software companies will 
publish a patch as well as a press release encouraging people to install the patch as 
soon as possible. 

Ensuring known vulnerabilities are dealt with and the latest version of an 
application is being used

•  Similar to the above, technical staff need to ensure that they keep their systems updated 
and run updates as they are published.

Implementing staff training to ensure staff are not putting data at risk

•  Staff will normally need training on the appropriate use of the network, use of the web 
and rules concerning installing software on individual machines. In addition, they will 
normally need to sign a code of conduct to confirm that they have read, understood and 
followed these measures.
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You should understand how the above controls would work, which ones are most appropriate 
for any given situation and the consequences of both using and not using them.

Organisations can also put in place the following resilience management measures to recover 
following a cyber-attack. A disaster plan is normally needed, which identifies what should 
happen before, during and after a disaster:

Before the disaster, arrangements should be made for using different sites, means of 
communication and facilities during the disaster. This can include consideration of different 
sites, means of communication and facilities.

Sites

Should the network fail on one site, the organisation can migrate to a different site, 
with a system (server etc.) which replicates critical systems and the company’s data. 
Another approach would be to replicate critical systems on a cloud server, with staff 
working from home/alternative site with the same systems which would be available 
within the organisation replicated in the cloud.

Means of communication

Should internal communication fail (e.g., IP phones, or internal email), the company can 
switch to alternative means of communication (e.g., mobile/traditional phones/online 
meetings such as Zoom), and transferring the email to an alternative system such as 
IMAP.

Different facilities

Clearly, to implement the above processes, staff will have to use different systems, be 
that mobile phones, web cameras, microphones and laptops.

Exploring various what-if scenarios before the disaster

An organisation will create a Master Scenario Events List (MSEL) for different kinds of 
events, and will use this as a training plan. The MSEL outlines chronologically the events 
within the scenario being simulated. Each event is called an inject. Below is an example 
of MSEL. MSEL normally has an inject, description, objective, expected outcome and 
measure of success. The procedures within the MSEL detail what should be done 
during a disaster.
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 Ensuring regular backups of data
A backup is a copy of data that can be used if the original data is lost. 

Backups of all data should be made regularly as the older the backed-up data becomes, the 
less likely it is to match any current data stored on a computer system.

A backup policy sets out how often and to what medium backups are made. The backup 
medium is generally different to the active storage medium. Historically, the medium used 
was magnetic tape backup.

A typical backup policy would require that three different backups be kept at any given 
time, with one of these being stored off-site. The oldest backup copy would be named the 
grandfather, the second oldest backup being named the father and the most recent backup 
being called the son. When a new backup is made, the oldest backup, the grandfather is 
overwritten and becomes the son backup, with the original son becoming the father and the 
father becoming the grandfather. This backup policy is called the grandfather-father-son 
method.

In the case of a disaster, the backup copies should be used to restore the system after the 
disaster.

1.1.5.3 – Digital Footprints
Everyone has a digital footprint, namely the information we leave online about ourselves. 
There are two main types:

•  A passive digital footprint: data collected without a user’s knowledge.

•  An active digital footprint: data intentionally submitted online via blogs, apps, websites 
and social media actions.

A passive digital footprint is data collected without the user’s knowledge. It is a data trail 
unintentionally left online. Examples of how data is collected include a web server storing a 
user’s IP address, and a user’s search history data.

An active digital footprint is data submitted intentionally e.g., sharing locations on apps, 
online shopping data and sending email and instant messages.

Everyone should be aware of the potential impact of a digital footprint being used by:

•  employers monitoring employees or potential employees

•  security services gathering information

•  applications targeting potential customers.

Social media is one major example whereby employers can monitor their employees or 
potential employee’s online activity. A user’s digital footprint can also be used by the police or 
government to gather information.



106

1.1.5.4 – Legal and Ethical Responsibilities
Including:

•  privacy

•  trust.

An understanding of the basic principles, the intent of the legislation and the penalties for 
breaking the law.

You should be able to discuss the ethics of using data and systems in relation to the privacy 
of users and wider society.

You should be aware of the basic principles and what constitutes a breach of the following 
legislation relating to the use of computers, data and electronic communications and their 
impact on privacy and trust.

The Data Protection Act 2018 including the General Data Protection 
Regulation (GDPR)

In 2018, the Data Protection Act 1998 was replaced by GDPR 2018; this was new legislation 
introduced across Europe outlining data protection principles and the main responsibilities of 
organisations who store data.

GDPR applies to all ‘personal data’. Personal data is shared similar to any information 
concerning an individual who can be directly or indirectly identified.

This definition provides for a wide range of personal identifiers which constitute personal 
data, including name, ID, location data or online identifiers, to reflect changes to technology 
and the way in which organisations collect information on people.

Principles

GDPR requires personal data to be:

•  processed lawfully, fairly and in a transparent manner in relation to individuals

•  collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes

•  adequate, relevant and limited to what is necessary in relation to the purposes for which 
it is processed

•  accurate and, where necessary, kept up to date; every reasonable step must be taken to 
ensure that inaccurate personal data, regarding the purposes for which it is processed, 
is erased or rectified without delay

•  kept in a form which permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data is processed

•  processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, 
destruction, or damage, using appropriate technical or organisational measures.
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Individual rights

GDPR provides the following rights to individuals

1.  The right to be informed

• Individuals have the right to be informed when their personal data is collected and 
used.

• Organisations must provide individuals with information including the purpose of 
processing their personal data, for how long their personal data will be kept, and with 
who will it be shared.

2.  A right of access

• Individuals have the right to access their personal data. They can request the data 
orally or in writing.

• Organisations have one month to respond to a request.

• Organisations may not charge a fee for responding to a request under most 
circumstances.

3.  The right to correct

• GDPR allows individuals to insist that inaccurate personal data is corrected, or 
completed if incomplete.

4.  A right to erasure

• GDPR allows individuals to insist that personal data is erased. Another name for this 
right is ‘the right to be forgotten’.

• Individuals can request for their data to be erased orally or in writing.

5.  A right to restrict processing

• Individuals have the right, under certain circumstances, to ask for their personal data 
to be restricted.

• Restricting processing means that organisations may store personal data, but not use 
it.

6.  A right to data portability

• The right to data portability allows individuals to receive and reuse their personal data 
for their own ends across different services.

• It allows them to move, copy or transfer personal data easily from one IT environment 
to another in a secure way without affecting usability.

• This allows individuals to maximise programs and services which can use the data to 
find a better deal or to help understand their spending patterns.
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7.  The right to object

• GDPR allows individuals to object to processing their personal data under certain 
circumstances.

• Individuals have an absolute right to prevent their data from being used for direct 
marketing purposes.

• Organisations must inform individuals of their right to object.

8.  Rights involving making automated decisions and profiling

• GDPR includes provisions for making decisions in a fully automated way, without any 
human intervention.

• Individuals also have rights concerning profiling, namely processing personal data 
automatically to analyse certain things about an individual.

Exemptions

Many exemptions can apply to GDPR, if that is a necessary and proportionate measure to 
protect the following:

•  National security.

•  Defence.

•  Public safety.

•  Crime prevention or investigation, detection or prosecution.

•  Other important issues concerning the public good, especially economic or financial 
benefit, including budgetary and taxation, public health and safety issues.

•  Protecting judicial independence and independence of cases.

•  Ethical crimes in regulated professions.

•  Monitoring, inspection and regulation connected to undertaking official authority in 
relation to safety, protection, other important issues concerning the public welfare or 
crime prevention/ethics.

•  Protecting the individual, or the rights and freedoms of others, or enforcing civil law 
issues.

Penalties

Companies in breach of GDPR in Britain can face a penalty of up to £17.5m or 4% of annual 
global turnover – whichever is highest for any crime.

Not every crime under the legislation means that the most severe penalty will be issued. 
Authorities such as the Information Commissioner’s Office (ICO) can enforce a variety of 
penalties including:

•  issuing a warning or reprimand
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•  placing a temporary or permanent ban on processing data

•  ordering the change, restriction or erasure of data

•  temporary ban on any transfer of data to other countries.

The Computer Misuse Act 1990

When the use of computer systems became widespread, the Computer Misuse Act 1990 
(CMA) was put in place to help combat issues arising from their misuse.

According to the Act, it is a crime to:

•  access data without permission e.g., looking at someone else’s files

•  access computer systems without permission, e.g., hacking

•  alter data stored on a computer system without permission e.g., writing a virus which 
erases data intentionally.

Penalties

The ICO used the Computer Misuse Act 1990 successfully for only the second time in 
February 2021. The ICO used the act to prosecute an RAC manager who used computers to 
steal, store and sell customer data to a car accident claims management company. 

The court sentenced the offender to eight months in prison, suspended for two years, 100 
hours of community service, £1,000 in court costs and finally, £40,000 under a seizure order 
as they had profited from the crime.
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The Investigatory Powers Act 2016

Before 2016 and since 2000, there has been a Regulation of Investigatory Powers Act (RIPA), 
regulating the powers of public bodies to undertake surveillance and investigatory work. It 
also regulates the interception of communications. 

The purpose of the act was to provide clear legal guidance to organisations, such as the 
security services and the police, to undertake surveillance work and access individuals’ digital 
communications, such as email, telephone calls, text messages etc. The act also criminalised 
any unauthorised surveillance and communication monitoring.

The purpose of allowing certain organisations to intercept communications is to:

•  prevent or detect crime

•  prevent public disorder

•  ensure national security and public safety

•  investigate or detect any abnormal or unlawful use of telecommunication systems.

In 2016, the Investigatory Powers Act 2016 replaced RIPA with the aim of outlining the rules 
concerning police and security and intelligence agencies’ investigation powers. Under this 
Act, telephone and internet companies can be compelled to keep copies of the emails as well 
as web browser histories of their customers over a period of time. The Act also allows the 
police and security and intelligence agencies to search for data on digital devices, including 
the mobile phones and computers of anyone considered a criminal. This Act has been 
extremely contentious with opponents worried about the Act’s impact on individuals’ rights to 
privacy.

Concerns about privacy

Only nine organisations, including the police and Ministry of Defence, were allowed to 
intercept and monitor electronic communication when the Act was originally passed in 2000. 
Thousands of organisations now have this right.

A number of people believe that RIPA, and since 2016, the Investigatory Powers Act, 
threaten our privacy. The Investigatory Powers Act 2016 did mitigate some concerns 
that organisations misuse the RIPA as the Act was not keeping to its original main aim of 
upholding the law and protecting national security.



1.1.6 – Changing Digital 
Technologies
In this section, learners will gain knowledge and understanding of 
the following:

•  key milestones, including the contributions of individuals, in the development 
of communications, computing systems and digital devices

•  the evolution of industrial and autonomous robotics, autonomous vehicles, 
virtual and augmented reality, artificial intelligence and machine learning, and 
internet-enabled hardware

•  noteworthy research on new and emerging trends, future developments and 
drivers.
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1.1.6.1 – Key Milestones
Including the contributions of individuals, in the development of communications, computing 
systems and digital devices.

You should be aware of the following individuals and their key contribution to Information 
Technology:

Lady Ada Lovelace

The first computer programmer, the first person to realise computers could do more 
than just calculate numbers.

James Gosling

The person who developed the Java programming language.

Admiral Grace Hopper

The person who devised the first commercial electronic computer.

Alan Turing

The person who developed computational theory upon which modern computing is 
based.

Steve Jobs

The person who commoditised computing, and developed smartphones and hand-held 
devices.

Sir Tim Berners-Lee

Creator of the World Wide Web.

Be aware of the key individuals that contributed to the history of the development of 
communications, computing systems and digital devices.
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Lady Ada Lovelace (1815–1852)

Augusta Ada Byron, Countess Lovelace, was born on 
10 December 1815. Augusta was the only legitimate 
child of the renowned poet, Lord George Gordon Byron, 
and Lady Anne Isabella Milbanke Byron. Augusta’s 
parents did not have a happy marriage and a few 
weeks after Augusta was born, Lord and Lady Byron 
separated. Lord Byron moved to Greece a few months 
later and, sadly, died when Augusta was eight years 
old.

Augusta experienced an unusual upbringing compared 
to her aristocratic peers at the time. Lady Byron 
insisted that Augusta be educated in mathematics 
and the sciences. In Lady Byron’s mind, studying these 

areas would prevent Augusta from inheriting her father’s temper and nature. Augusta also had 
to lie on the floor for extended periods to learn self-control.

Very early on, Augusta showed a talent for numbers and language as she received her 
education from exceptional teachers including Mary Sommerville, a Scottish mathematician 
and astronomer. She was one of the first women to join the Royal Astronomical Society.

When Augusta was 17, she met Charles Babbage, a mathematician and inventor. The two 
became friends and Babbage mentored Augusta. Augusta began to study higher mathematics 
at the University of London under Professor Augustus de Morgan. Augusta was enthralled 
by Babbage’s ideas, and she was given the honour of inspecting Babbage’s new machine, 
the difference engine, before it was completed. The machine was supposed to be able to 
undertake mathematical calculations. Babbage also produced plans for another machine, the 
analytical engine, created to deal with more complex calculations.

Augusta was asked to translate an Italian article on Babbage’s analytical engine by an Italian 
engineer, Luigi Federico Menabrea, for a Swiss journalist. Not only did Augusta translate the 
article, but she also shared her ideas on how the engine could function. Augusta’s version 
became three times as long a Luigi’s original article. Augusta’s work was published in 1843 in 
an English language science journal.

In Augusta’s notes, she described how codes can be produced for the device to use letters 
and symbols as well as numbers. Augusta developed a theory on how the engine could rerun 
a series of commands, a process named looping in computer programming today. As a result 
of this work, Augusta Ada Lovelace is known as the first computer programmer. 

Augusta’s ideas did not garner much attention during her lifetime, she tried to develop 
mathematical systems for gambling but without much luck. Augusta died on 27 November 
1852 in London and she was buried with her father in St Mary Magdalene Church, Hucknell.

Augusta’s contribution to computing was not discovered until the 1950s. Augusta’s notes 
were reintroduced to the world by B. V. Bowden in Faster Than Thought: A Symposium on 
Digital Computing Machines in 1953. Since then, Augusta has received several posthumous 
awards for her work. In 1980, the USA Department of Defence developed a new programming 
language under Jean Ichbiah, called “Ada” after Augusta Ada Lovelace.
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James Gosling (1955–)

James Gosling was born on 19 May 1955 not far from 
Calgary, Alberta, Canada. James attended Calgary 
University where he gained a computing degree in 
1977. James continued in education and in 1983, 
gained a master’s degree in computing from Carnegie 
Mellon University (CMU). The dissertation was called 
The Algebraic Manipulation of Constraints.

During his time at CMU, James developed a version 
of emacs (gosmacs) and, before joining Sun 
Microsystems, developed a multi-core version of a Unix 
operating system as well as a number of compilers and 
messaging systems.

James has been with Sun Microsystems since 1984, 
and is known as the creator of the Java programming language.

James began developing the Green Project programming language in 1991, developing 
the original design and establishing the compiler and virtual machine. James was made 
a member of the United States National Academy of Engineering following this success. 
James, along with Mike Sheridan and Patrick Naughton, developed Java as a programming 
language for Sun Microsystems to replace C++. Java was originally developed as a 
programming language for computers only, but they realised that there was potential to 
produce a language for use on TV, computers, mobile phones and TV sets as well as a variety 
of installed systems.

Now, under the Java name, the language is recognised as one of the most popular 
programming languages across the world.

James has contributed to software systems such as NeWS and Gosling Emacs. James has 
also cowritten the program bundle, which is a service tool; this is outlined in a book written by 
Brian Kernighan and Rob Pike, The Unix Programming Environment.

In 2010, James left Sun Microsystems after the company became part of Oracle. For a short 
time, James worked for Google and then Liquid Robotics (a company producing autonomous 
robots for use on the sea) before he joined Amazon Web Services in 2017 as a distinguished 
engineer.
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Admiral Grace Hopper (1906–1992)

Grace Brewster Murray was born on 9 December 
1906 in New York, USA. Grace studied mathematics 
and physics at Vassar College and graduated in 
1928. Grace went on to study for a master’s degree in 
mathematics at Yale until 1930. She married Vincent 
Foster Hopper in the same year and kept the name 
after they divorced in 1945.

In 1931, Grace started teaching at Vassar as well as 
continuing with her studies at Yale, where she gained a 
PhD in mathematics in 1934, one of the first women to 
do so.

Grace continued to study at Vassar where she was 
given an associate professor title until 1943. Grace felt 

compelled to join the Second World War campaign and joined the US Navy in December 1943. 
Grace was appointed a lieutenant in June 1944. Due to Grace’s background in mathematics, 
she was given a role within the Bureau of Ordnance Computation Project established at 
Harvard, where Grace learnt how to program on a Mark I computer.

After the war, Grace remained with the navy as a reserve. She continued her career at Harvard 
University where she worked on a Mark II and Mark III computer. Grace was at the university 
when Mark II was damaged by a moth touching electrical points – this is the origin of the 
term computer bug. 

Grace wanted to continue with her work on computers and in 1949, moved to the private 
sector to work with the Eckert-Mauchly Computer Corporation, and then with Remington Rand, 
where she and her team developed programs for the UNIVAC computer. In 1952, Grace and 
her team produced the first computer compiler which transformed normal text into computer 
language. This preceded the Common Business Oriented Language (COBOL).

Grace retired from the Navy in 1966, but because of her work in computing, she was called 
back for active duty at 60 years old to work on standardising communication languages. 
She remained in the navy for another 19 years, until she retired again in 1986 aged 79, as the 
oldest officer in the Navy.

After retiring, Grace started another role in computing, and received the national technology 
medal in 1991 – the first woman to receive the award. Grace died in Arlington, Virginia on 1 
January 1992 and is buried in Arlington National Cemetery.

Since Grace’s death USS Hopper has been commissioned, a Guided Missile Destroyer named 
after her, as well as Grace’s Place museum on the site of Missouri University where there were 
early computers with visitors taught about the evolution of the technology. 
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Alan Turing (1912–1954)

Alan Mathison Turing was born on 23 June 1912 at 
Maida Vale, London. Alan showed high intellect from 
an early age. He attended Sherborne Independent 
School aged 13 where his interest in mathematics and 
science came to light.

After leaving Sherborne, Alan attended Cambridge 
Royal College from 1931 to 1934. Alan proved the 
central limit theorem. After graduating, he won a 
fellowship from the university.

In 1946, Alan wrote the paper, On Computable 
Numbers, with an Application to the Entscheidungs 
problem, discussing the idea of a machine named the 
Universal Turing Machine (later known as the Turing 

machine). The machine would be able to calculate any problem. Many recognise this as the 
precursor to the modern computer.

Over the next two years, Alan studied mathematics and cryptology at Princeton University, 
New Jersey, USA. After receiving his PhD in 1938, Alan returned to Cambridge to work for the 
Government Code and Cypher School, a code breaking organisation. 

During the Second World War, Alan worked as part of a team seeking to break German codes 
and cyphers. During this time at Bletchley Park, Alan took five steps forward in terms of 
cryptoanalysis, including producing the Bombe, a machine to decrypt German messages 
which had been encrypted.

As well as the Bombe, Alan wrote two papers on cryptology and mathematical approaches to 
codebreaking which were crucial to the government. GCHQ waited until April 2012 to release 
the papers to the National Archive.

Alan moved to London in the mid-1940s and started to work for the National Physical 
Laboratory. Alan led on the development of the Automatic Computing Engine (ACE) which 
was a blueprint for computers such as the English Electric DEUCE and the American Bendix 
G-15.

Alan received a variety of high-level positions in the mathematics department, and then in the 
computing laboratory at Manchester University in the late 1940s. Alan referred to the idea of 
artificial intelligence in his paper Computing machinery and intelligence, where he discussed 
his idea of the Turing Test, which would seek to set the basis for technology sector tests.

Homosexuality was illegal in the 1950s, and when Alan confessed to the police in 1952 
that he was in a relationship with the thief Arnold Murray who stole from his house, he was 
charged with gross indecency. Following his arrest, Alan was given the choice of hormonal 
treatment or a custodial sentence. Alan chose the treatment and as a result became sexually 
incompetent.
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As a result of the conviction, Alan’s security clearance was repealed and he needed to 
continue his cryptography work within GCCS (GCHQ by 1946).

Alan died on 7 June 1954. The autopsy concluded that Alan had drunk cyanide (“four ounces 
of fluid which smelled strongly of bitter almonds, as does a solution of cyanide”) and that he 
had died from suffocation due to cyanide poisoning. 

Shortly after the Second World War, Alan received an OBE for his work. On what would have 
been Alan’s 86th birthday, Andrew Hodges, Alan’s biographer, unveiled a blue English Heritage 
plaque on his house. In June 2007 on the Bletchley Park site, a statue of Alan was placed 
there, as well as a bronze statue of Alan at Surrey University in 2004 to mark fifty years since 
his death.   

Steve Jobs (1955–2011)

Steven Paul Jobs was born on 24 February 1955 in 
San Francisco, California, USA. Steven was adopted 
and raised in the Mountain View area of California, 
which would later become known as Silicon Valley.

During Steve’s early years, his adoptive father, Paul, 
showed him electronic skills as they took apart and 
reinstalled electronic components in the garage of the 
house. 

Following high school, Steven went to Reed College 
in Portland, Oregon but after six months he left 
university and spent the next 18 months attending 
creative classes such as calligraphy where Steven 
grew fond of typography.

In 1974, Steven was given a job with the computer game design company, Atari, but he left 
after a few months in search of spiritual enlightenment in India.

Steven returned to the USA aged 21 and established Apple in 1976, working out of the family 
garage with his business partner, Steve Wozniak. In order to start the business, Steven had to 
sell his Volkswagen bus and Wozniak had to sell his scientific calculator. Steven and Wozniak 
were applauded for transforming the computer industry by producing smaller and cheaper 
gadgets, which were therefore more accessible.

Steven and Wozniak produced a series of computers starting with Apple I which was sold 
for $666.66 and both managed to make $774,000. A little later with Apple II, the company 
earnings increased to 700% (£139m) within three years.

In 1980, Apple was floated on the stock market with a value of £1.2b by the end of the first 
full day. Steven asked John Sculley from Pepsi-Cola to take on the role of CEO of Apple. There 
were issues with the next set of Apple products and some had to be recalled. During this time, 
IBM computers sold more than Apple computers.
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In 1984, Apple launched the Macintosh. It was marketed as a romantic, young and creative 
tool. Sales of the Macintosh were good and as a device, it was more powerful than IBM 
machines but they were not compatible with IBM. Sculley believed that Steven was damaging 
Apple, and within no time at all Steven was on the periphery of the company set up by himself 
and Wozniak. In April 1985, Steven left the company completely.

Steven started a new company called NeXT, Inc. which was mainly involved with producing 
operating systems and in 1996 Apple bought the company for $429m. Steven returned to 
Apple as CEO in 1997 with a new management team for a salary of just $1. With rebranding, 
new products such as the iMac and clever designs, Apple re-entered the public domain as a 
forward-thinking company in the world of tech.

Over the next few years, Apple released a variety of personal devices e.g., MacBook Air, iPod 
and iPhone – each one led the way for other businesses on how such devices should look 
and work. Once Apple launched new products, every other competitor had to bring something 
similar to the market in order to keep up. By 2007, one share in Apple was worth $199.99 – a 
record-breaking figure at the time, with profits of $1.58b, $18b in the bank, and no company 
debt.

In 2008, as a result of iTunes, Apple became the second largest music retailer in the USA due 
to the influence of the music selling platform on personal devices such as iPod and iPhone. 
As well as the audio market, Steven bought Pixar from George Lucas in 1986 and invested 
$50m of his own money in the company. He bought Walt Disney Pixar in 2006. By 2011, it was 
estimated that Steve Jobs was worth $6.5b–$7b. If Steven had not left Apple and sold his 
shares in 1985, he would have been worth closer to $36b.

In 2003, Steven was diagnosed with cancer (neuroendocrine tumour) and underwent surgery 
in 2004 to remove the tumour. Then in 2009, Steven started to lose weight and left the 
company for 6 months. In an email to staff, he said that he was experiencing health issues 
and named Tim Cook, Apple CEO, as interim leader. In January 2011, Jobs stepped down as 
Apple CEO and handed the reins to Tim Cook. Steven died in Palo Alto on 5 October 2011 
having battled pancreatic cancer for over a decade.
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Sir Tim Berners-Lee (1955–)

Tim Berners-Lee was born on 8 June 1955 
in London, England. Tim’s parents worked on 
the first commercial computer, the Ferranti 
Mark I. It was no surprise then that Tim, 
after graduating from Oxford in 1976, took a 
role in Plessey Telecommunications where 
he worked for two years producing computer 
software. 

Tim undertook many roles in computing 
from 1976 to 1980, including a role as 
software engineer consultant at CERN, 
the European Organization for Nuclear 

Research. During his time at CERN, Tim developed software called Enquire. The purpose of 
the software was to store information in files which contained links to other files, a technique 
called hypertext.

Tim left CERN to work for Image Computer Systems in Dorset, England but Tim returned 
to CERN in 1984 to work on the laboratory’s computer systems focusing on a computer 
network. The main aim of the work under Tim’s guidance was to see how computers could 
communicate with each other, as well as allow the computers to be managed remotely i.e., 
that researchers from one university controlled machines the other side of the world.

In 1989, Tim created a hypertext document system and he would use this to create the 
Internet. The aim of the system was to allow researchers to share results, techniques and 
practices without having to share emails continuously. Instead, researchers will share this 
information online where peers can access the information at any time. Tim produced the 
first web server and first web browser to navigate and display the files. Between autumn 1980 
and the following summer, the first software from CERN was the laboratory’s phone number 
database.

In 1994, Tim established the WWW (World Wide Web / W3) Consortium at MIT 
(Massachusetts Institute of Technology) University. This consortium is the main international 
standards organisation for the World Wide Web.

In 1999, Tim became the first owner of the 3Com chair in the Computing Laboratory. Then 
in 2007, he was awarded the Charles Stark Draper prize from the National Academy of 
Engineers. In 2004, Tim was knighted by HM Elizabeth II, and is now known as Sir Tim 
Berners-Lee.

In 2013, Sir Tim received the Queen Elizabeth Prize for Engineering for his work in: “ground-
breaking innovation in engineering that has been of global benefit to humanity”. 
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1.1.6.2 – Development
You should be aware of the main impacts on society, the economy and culture of the 
following developments in digital technology that have evolved over time.

Industrial robots

This is a robot used in manufacture. Industrial robots are automated, programmable and can 
move on three or more axes.

Example(s) and uses
The characteristic applications of robots include:

•  Welding (e.g., welding car panels together).

•  Painting, (used to paint cars).

•  Assemble (e.g., assemble toy components).

•  Install printed circuit boards, (e.g., create a motherboard for a computer).

•  Package and label, place goods into boxes, and place appropriate labels on the box.

•  Palleting (e.g., putting bread in boxes on pallets for transport).

•  Installation of pavements.

•  Build simple, linear walls.

Industrial robots complete these tasks quickly, thoroughly and with high endurance. They can 
also help to handle materials. We see industrial robots being used heavily in manufacture.

Impact on society/culture/economy
•  Reduced prices for goods due to reduction in manufacture costs.

•  Increase in output of goods as robots can work 24/7 without taking a break.

•  Reduction in number of traditional manufacturing jobs.

•  Less need for workers to work in dangerous situations, and improvements to safety e.g., 
robot working in steel foundry with molten steel.

•  Increase in high level technical roles.

•  Increase in sales due to creating and selling more goods and therefore country’s GDP.

https://www.youtube.com/watch?app=desktop&v=9WZF1w2dwq0
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Advantages and disadvantages of industrial robots

Advantages Disadvantages

• More efficient.

• Higher quality products.

• Consistent standard of goods.

• More profitable for company.

• Work longer hours than people.

• Better working environment for 
staff (no need to work in dangerous 
situations).

• Higher skilled roles with better pay for 
workers.

• High installation cost for robots.

• Loss of medium/lower skilled roles.

• Restricted use especially with very 
complex tasks.

Autonomous robots

Autonomous robots are intellectual machines which can complete tasks on their own, without 
specific human control nor intervention.

Examples and uses
•  Robocleaner (e.g., iRobot): which finds its location in a room/house and guides the robot 

around the floor, ensuring that every surface is cleaned.

•  Robomower: which, similarly to a Robocleaner, finds its location on the grass and guides 
the robot around the lawn, ensuring that every blade of grass is cut.

•  Automated Guided Vehicles (AGVs): which are used to move materials in factories and 
warehouses, ensuring that the correct products are in the correct places at the correct 
times.

•  Delivery drones: which are used to move materials from warehouses to customers, 
ensuring that the correct products reach the correct person. 

•  Medical AMRs: which send medicine and treatments to hospital wards to relieve medical 
staff and assistant staff to undertake patient-centred tasks.

Impact on society, culture and the economy
•  Loss of lower-skilled, low-paid jobs.

•  Increase in high-level and high-paid jobs creating, programming and maintaining the 
robots.

•  Can work in unattractive places and operate 24/7.

•  Can undertake boring, repetitive work without stopping or making mistakes.

•  Significant reduction in labour costs.

•  More leisure time as robots take tasks away from people. 
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Advantages and disadvantages of autonomous robots

Advantages Disadvantages

• Can work constantly, 24/7.

• They do not fall ill.

• Work of a consistent standard.

• Creates a number of highly skilled 
new roles.

• Able to work in dangerous situations.

• Tend to be expensive to buy.

• Loss of a large number of low-skilled 
jobs.

• Potential for sensors or software to 
fail and for the robot to fail or to make 
unexpected decisions.

Autonomous vehicles

An autonomous vehicle, also called a self-drive car, is a vehicle which can sense its 
environment and move safely without much human input, if at all.

Self-drive cars combine a variety of inputs from sensors to detect their environment, 
such as radar, LIDAR, sonar, GPS, odometrics (measure of speed) and unreactive units of 
measurement. High level control systems interpret sensory information to identify appropriate 
routes, as well as relevant barriers and signs.

It is likely that the evolution of self-drive cars in the future will include networked vehicles, 
with all of the vehicles on the road communicating with each other, with vehicles warning 
about traffic jams and accidents, and vehicles adapting their speed to improve the flow of 
traffic. They can also use a process called platooning where vehicles break and accelerate 
simultaneously, which reduces congestion. Networked vehicles will also allow vehicles to 
drive closer together safely, improving road capacity. Of course, this will not happen until the 
majority of vehicles on the road are networked and fully autonomous.

The Society of Automotive Engineers (SAE) divide autonomous vehicles into six levels. 
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SAE 
Level Name Description

0 No Automation The system can give warnings and intervene temporarily, but 
the system has no control over the vehicle.

1 Driver Assistance The driver and automated system share control of the vehicle. 
Examples include systems where the driver controls the 
steering and the automated system controls the engine to 
maintain cruise control or the engine and brake to maintain 
adaptive cruise control; and parking assistance, where the 
steering is automated whilst speed is under manual control, 
which is also called ‘hands-on’.

2 Part Automation The part automation system takes full control of the vehicle: 
accelerating, braking and steering. The driver must monitor the 
steering and be ready to intervene at once at any time if the 
automated system fails to respond accordingly. This is often 
called ‘hands-off’, although this should not be taken literally 
– hand to steering wheel contact is compulsory when driving 
Level 2 cars, to confirm that the driver is ready to intervene. 
Perhaps the driver’s eyes will be monitored by a camera to 
confirm that the driver is keeping an eye on the road.

3 Conditional 
Automation

The driver can safely remove their focus from driving tasks 
e.g., the driver can read a book, scroll through social media or 
watch a film. The vehicle will deal with situations which require 
an immediate response, such as emergency braking. The 
driver must be ready to intervene within a set time, determined 
by the manufacturer, when the vehicle calls on them to do so. 
We can think of the automated system as a co-pilot which will 
warn the driver in a timely fashion when they need to drive. 
This is often called ‘eyes off’.

4 High Automation Similar to level 3, but the driver does not need to pay any 
attention e.g., the driver can go to sleep safely or sit in the 
back seat of the car. However, self-driving is only permitted 
in geofenced areas or under certain circumstances. Outside 
of these areas or circumstances, the vehicle has to be able to 
stop the journey safely. This is often called ‘mind off’.

5 Full Automation No human intervention needed. One example would be an 
autonomous vehicle working on all kinds of surfaces, in all 
kinds of weather, across the world, throughout the year. This is 
often called ‘steering wheel is optional’.
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Above: Volvo’s concept of a level 5 autonomous vehicle.

Examples and uses
•  Instead of a traditional car, the customer buys or leases a car and uses it to commute to 

work and for leisure pursuits.

•  Shared autonomous vehicles, where users pay a fee for each use (Robotaxi) or a 
subscription which allows them access to a range of autonomous vehicles which will 
arrive for use when requested.

•  Autonomous logistics vehicles (Robotrucks) will allow the safe delivery of goods 24/7.

Impact on society/culture
•  Experts predict that AVs will be able to reduce travel time significantly due to fewer 

traffic jams.

•  People in the vehicle can continue with other tasks, and as a result be more productive 
whilst sitting in a very safe car.

•  Those who cannot currently drive, due to physical, psychological or other conditions, will 
be empowered by this new technology.

•  Vehicles can improve access to transport for low- and middle-income classes, as 
transport costs will be less.

•  As autonomous vehicles are expected to be safer than those driven by people, the 
chance of being involved in an accident will be less.

•  Insurance costs will fall due to safer transport.

Impact on the economy
•  Some experts predict that this kind of transport will be 50% cheaper compared with 

current transport costs, which means that this type of transport could be cheaper 
than public transport.

•  Some jobs such as taxi or lorry drivers may disappear completely in the long-term.

•  Other jobs such as police officers may change as they will no longer be needed to 
issue speeding and parking tickets.

•  Public transport may become defunct, as autonomous vehicles will become cheaper 
than public transport, safer in terms of the number of accidents, and they may also be 
more comfortable in terms of privacy and hygiene.
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Advantages and disadvantages of autonomous vehicles

Advantages Disadvantages

• Fewer accidents.

• Fewer traffic jams.

• Increased road capacity.

• Car self-parking which reduces strain 
on parking.

• Able to continue with other tasks 
during the journey.

• Improved accessibility for those 
unable to drive a traditional car.

• Reduction in emissions/improved air 
quality.

• Lower insurance costs.

• Fewer car thefts.

• No danger of driving under the 
influence.

• Longer journeys possible without 
having to take a break (even 
overnight).

• Safe speed limits could be increased, 
therefore speeding up journeys 
usually.

• Ethical attitudes in terms of who is to 
blame for an accident.

• Possibility of cars being hacked.

• Potential loss of driving skills.

• Technology likely to be expensive (at 
the start).

• Job losses for taxi/lorry/bus drivers 
etc.

• A software malfunction could cause 
an accident.

• Privacy concerns as the car will track 
the location of users.

• Ethical attitudes if the car was in a 
‘Kobayashi Maru’ situation. 

https://semiengineering.com/self-driving-cars-and-kobayashi-maru/
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Virtual Reality (VR)

VR is the use of computer technology to create a simulated environment via head-mounted 
displays (HMDs). Often, the difference between immersive virtual reality systems and 
traditional user interfaces is the display technology. 

VR places the user inside a specific experience instead of looking at a screen, and users are 
immersed in the experience and can interact with 3D objects and worlds.

Support for VR technology such as the Oculus Rift has already been woven into games like 
‘Skyrim’ and ‘Grand Theft Auto’ as well as newer games such as ‘Elite: Dangerous’. Video 
games such as ‘Guitar Hero’ and ‘Frets on Fire’ have also been transferred to the VR universe, 
in games such as ‘Beat Saber’ where boxes need to be hit to the beat of music. New and 
exciting developments in VR music now allow users to play on stage with a band in the VR 
game ‘Rock Band VR’. 

The ability to collaborate using VR has also evolved since the pandemic, with workforces 
able to work from home using programs such as ‘immersed’ to interact and work together 
on work documents e.g., project programming in Python or producing data flow diagrams on 
interactive white boards.

Data visualisation is also an exciting use of VR, where data and designs are displayed digitally 
but in an immersive way e.g., ‘Gravity Sketch’ which enables 3D design and ‘MEL Chemistry’ 
where molecules can be produced drawing elements together which enhance teaching.

In the aircraft, medicine and military industry, the ability to train in 3D is very attractive as it 
would reduce costs in terms of expensive equipment such as an aircraft like the Airbus A380 
which is £80m (Emirates, May 2021). A large number of these have landed on the runway 
in the MS Flight Simulator. It reduces the human cost by conducting war training off the 
battlefield. Training for surgeons to develop their surgical skills has also proven to be a step 
forward, reducing errors and speeding up surgery times. This is good, not only to reduce NHS 
waiting times, but also to reduce risks and complications during surgery. As well as surgery, 
VR has been top of the list for treating brain disorders e.g., for patients with post-traumatic 
stress disorder (PTSD) which could have stemmed from their experiences of war.

There is an unlimited range of areas which could benefit from the use of VR. The economic 
benefits of inexpensive training as well as the societal benefits through this kind of education 
are fantastic. There are already opportunities for the public to upskill in specific areas using 
online tutorials e.g., LinkedIn Learning or Lynda.com, but, to take this a step further, more 
than just theory can be learned, practising changing electrical sockets or surgical skills for 
example.

https://www.oculus.com/experiences/quest/2448060205267927
https://www.oculus.com/experiences/rift/744866972281509/?locale=en_GB
https://www.oculus.com/experiences/quest/2849273531812512/
https://www.oculus.com/experiences/quest/1587090851394426
https://www.oculus.com/experiences/go/1457959427660729
https://www.digitalhealth.net/2019/04/virtual-reality-training-simulator-royal-college-accreditation/
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Advantages and disadvantages of VR

Advantages Disadvantages

• Reduced risk of physical accident.

• Controlled, secure area.

• Realistic scenarios.

• It can be done remotely saving time 
and money.

• Improves memory and recall skills.

• Simplifies complex problems / 
situations.

• Suitable for different learning styles.

• Innovative and interesting.

• Closed: have to follow a set of rules.

• Obsession with world of VR.

• Expensive: initial equipment and then 
software.

• Isolating: due to time spent in VR 
world less time is spent with real 
people.

• Unrealistic.

Augmented Reality (AR)

Augmented reality is a new technology where companies have developed software on a 
higher scale than ever for mobile phones and proprietary devices in order to allow users 
to see the real world overlaying additional information onto the scene. AR allows users to 
see the real world with trees blowing in the breeze, dogs chasing after a ball or children 
playing football, dogs playing with a digital version of them or children playing with an alien 
goalkeeper when scoring a goal.

With the latest developments in AR, the technology is used regularly in shopping apps such 
as Argos and IKEA. This software allows the customer to see items of furniture in their rooms 
before making a purchase, as well as apps for other products such as trainers, including Nike.

The most well-known use in the 2010s is Pokémon Go where users searched for Pokémon 
and throwing Pokéballs at Pokémon in AR. Between 2016 and 2020, since the launch of the 
app, it has been downloaded 1.1 billion times making $4.34 billion in revenue during the same 
time.
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There are further examples of AR below:

•  Navigation systems use AR to superimpose routes over a live view of the road.

•  During football games, broadcasters use AR to draw lines on the pitch to show and 
analyse movements and how the goal was scored.

•  Military fighter pilots see an augmented reality projection of their height, speed and 
other data on their helmet visor, which means that they do not need to waste focus 
looking down to see the information on data panels.

•  Sometimes neurosurgeons use augmented reality projection of a 3D brain to assist them 
in performing surgery on their patients.

•  At historical sites such as Rome in Italy, AR can be used to project scenes of ancient 
civilizations over today’s ruins, bringing the past to life.

•  Plane ground crew at Singapore airport wear AR glasses to see information on the 
goods being loaded into the hold, speeding up loading times.

The impact of AR on society will be enormous with marketing and advertising companies 
producing devices to influence consumers. The latest mobile phones have facial recognition 
software and, for commuters, bespoke advertisements will appear on their commute. AR will 
not only influence retail. Car manufacturers even make cars with a wind shield which displays 
speed and directions which are interwoven.

Spending on AR advertisements in 2019 reached $2 billion and it is estimated that this will 
reach around $11 billion by 2024. To produce and then maintain these platforms and apps 
will require huge investment in infrastructure and skilled programmers in the area. Not only 
will staff be needed to create the platforms in the first place, but companies will also need to 
find staff to fill roles involving system security e.g., fraud prevention as well as the workers 
who will be responsible for producing advertisements which will appear on the platforms. 
There will also be a race between hardware companies to produce a range of hardware for the 
public to buy. The AR device market is currently limited to mobile phones and tablets and to a 
handful of AR glasses e.g., Google Glass and Microsoft HoloLens. In February 2021, Samsung 
announced that they were developing their own glasses. 

Microsoft HoloLens                                                   Google Glass
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At the moment, AR is mainly used for military, medical and industrial purposes with the 
commercial and entertainment sectors a close second. Culture is catching up with some 
developments in terms of AR web cameras and AR apps which provide information enhanced 
by digital interactive elements e.g., 

CultureClic: An AR app which shows 
additional information for art exhibitions 
and the environment.

Historypin: An AR app which provides the 
same kind of platform as CultureClic, but for 
the public to upload personal photos around 
the world which records family history and the 
area’s history.

 

Advantages and disadvantages of AR

Advantages Disadvantages

• The best of both worlds by combining 
the digital world with the real world.

• Virtual communication is improved 
by digital communication by making 
it more immersive using virtual 
information.

• Supports business activities: retailers 
can use AR to display their products.

• Extends the value of smart devices so 
they play an additional role in people’s 
lives.

• Privacy and security concerns: by 
collecting private and personal 
information about the users.

• Intrusiveness issues: the software 
records the world around the user 
which raises questions regarding 
taking photos of the public.

• Can promote dangerous behaviour: by 
focusing on AR information, accidents 
could happen in the real world.

• Installing and maintaining AR 
software and hardware can be costly.
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Artificial Intelligence (AI) and Machine Learning (ML)

Artificial intelligence (AI) is the ability for computer systems to simulate a function normally 
undertaken by people, such as learning and solving simple and complex problems. Through 
AI, computer systems use mathematics and logic to simulate the logic used by people to 
learn from new information and make decisions on different situations.

Machine learning (ML) is an AI application. This is the process of using mathematical models 
from data to help computer systems learn without further direct instructions from people. 
This allows computer systems to continue to learn and improve on their own, based on 
experience.

So, a ‘smart’ computer uses AI to think like a person to undertake tasks on its own. Machine 
learning is how a computer system develops its intelligence over time. 

Examples 

•  Retail: Retailers use AI and ML to maximise their stock e.g., offers within search lists of 
in-stock items, building recommendation machines e.g., searches showing items which 
will be of interest to the customer beyond their initial search as well as improving the 
customer’s experience with visual searches.

•  Healthcare: Health organisations use AI and ML to detect cancers via the processing of 
images as well as other applications.

•  Banking and finance: Financial institutions use AI and ML to detect fraud e.g., when 
transferring shares on the stock exchange.

•  Sales and marketing: Sales and marketing teams use AI and ML for personalised 
offers e.g., Tesco Clubcard, which optimises campaigns by predicting sales as well 
as analysing customer views. A number of large retailers have developed AI and ML 
systems to run scenarios before applying them in the real world.

•  Cyber security: AI and ML is a powerful tool for cyber security as it helps organisations 
to identify and protect themselves and their customers by finding inconsistencies e.g., 
if a credit card was used regularly within a very short space of time (especially in a 
different country to the one where the customer resides).

•  Customer service: Companies in a wide range of industries use chat programs to 
respond to customer questions and enquiries based on keywords.

•  Transport / manufacturing: AI and ML play an essential role in the work of transport 
companies and large companies which bring different items together e.g., car 
manufacturers that use a just-in-time supply system and depend entirely on parts 
reaching factories in good time.
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Impact on society/culture

As discussed above in the ‘Customer Service’ section, developments in terms of AI and ML 
are accelerating to the point where experts in XR (Extended Reality, which is a combination 
of VR and AR and MR – mixed reality), AI, and ML predict computer services taking the place 
of people. This notion is ingrained in the minds of sci-fi fans with characters such as Ash, 
Bishop, Call and David in Alien, as well as the famous Welshman Michael Sheen as a barman 
in the film Passengers.

Impact on the economy

PricewaterhouseCoopers (PwC) has said that AI and ML will increase GDP, which is the 
financial value of all of the goods and services in a specific area e.g., a country, the world, the 
economy, by 14% by 2030 due to the influence of companies currently adopting AI and ML.

Advantages and disadvantages of artificial intelligence and machine 
learning

Advantages Disadvantages

• Fewer human errors.

• Takes the risk instead of people.

• Available 24/7.

• Helps with repetition.

• Digital support.

• Faster decisions e.g., Kobayashi Maru 
situation with autonomous vehicles.

• Daily requests e.g., Siri and Cortana.

• New devices.

• High production costs.

• Makes people lazy e.g., people on 
Axiom spaceship (Wall-E).

• Unemployment.

• No emotions.

• Not thinking outside of the box.

https://semiengineering.com/self-driving-cars-and-kobayashi-maru/
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Internet-enabled hardware including the Internet of Things (IOT) 

The internet of things (IOT) refers to the billions of devices across the world which are now 
connected to the Internet. These devices all collect and share data with each other and data 
management systems. Partly due to developments reducing chip sizes as well as the fact 
that computer chips are very cheap and that there are wireless networks everywhere, it is 
possible to turn anything, from something as small as a pill (medication) to something as big 
as a plane or ship, into part of the Internet of things.

Connecting all of these different devices with sensors adds a level of digital intelligence to 
devices which would otherwise be dumb, and allows them to communicate data in real time. 

There is a wide range of devices connected to the Internet, therefore falling under the Internet 
of things:

•  Digital assistants e.g., Google Home, Amazon Echo, Apple HomePod

•  Smart lightbulbs e.g., Phillips Hue

•  Smart thermostats e.g., Nest or Hive

•  Smart doorbell e.g., Ring by Amazon

•  Smart door/window lock.

All of these provide users with information, and can be managed remotely.

According to the IDT technology analyst, by 2025, 41.6 billion devices will be connected to the 
Internet of things compared with 3.96 billion in 2018, 4.81 billion in 2019 and 5.81 billion in 
2020. Since 2015, the world’s largest commercial company (Amazon) has produced buttons 
allowing customers to reorder goods once they were running low by clicking on them. Since 
2019, those buttons have been switched off and Amazon now uses digital buttons via a 
mobile app. With other companies considering this type of technology, the impact on an 
area’s local economy will be huge as customers will tend to order directly online. 

With so much shopping happening online, the impact on communities will be very negative. 
When supermarkets emerged in the 50s and 60s, there was a similar impact on local 
shops, where customers moved away from small local shops where the shopkeepers knew 
customers’ orders like the back of their hand. Now, there is hardly any relationship between 
customers and those scanning at the till, and none whatsoever at a self-service till. This all 
contributes to social issues.
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Advantages and disadvantages of internet-enabled hardware which can 
connect to the Internet, including the Internet of things

Advantages Disadvantages

• Better staff productivity and less 
human labour.

• Efficient operations management.

• Better use of resources and assets.

• Cost-effective operation.

• Improved safety at work.

• Thorough marketing and business 
development.

• Improved service and customer 
retention.

• Better business opportunities.

• More reliable company image.

• Security issues.

• Associated costs.

• Reliance on power supply.

• Reliance on network.

1.1.6.3 – Distinguished Research
You should be aware of the main impacts on society, the economy and culture that new and 
emerging technology, trends and future developments and drivers in the digital technology 
world may have.

You should research and be able to discuss emerging technology, trends and future 
developments and drivers in the digital technology world.
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