
Unit 1 & 2: – Economic, moral, legal, ethical and cultural issues
AS Computer Science

Economic benefits Businesses benefit 
from improved 
productivity and 
better communications 
through their use of 
technology.

Moral issues Moral issues are factors 
that define how an 
individual may act and 
behave when using 
computing technology.

Legal issues Government legislation 
is required to ensure 
that people know how 
to act and do not carry 
out actions that could 
cause damage to others 
or put themselves at 
risk.

Ethical issues Ethics is a set of moral 
principles that govern 
the behaviour of a 
group or individual in 
their use of computing 
technology.

Cultural issues There are elements of 
computer use that have 
a cultural impact; they 
can change attitudes, 
beliefs and actions.

An ICT system includes computer hardware, 
software, data input, processing and output, 
and the people who operate the system. These 
systems often include a communications 
element such as the internet. ICT systems have 
a range of economic benefits including:

• Saving paper: companies and individuals 
can save paper by working electronically 
on computers. It is now possible to send 
letters (emails) and read books electronically 
instead of hard copies. This saves money and 
time in the long run. Estimates have shown 
that there can be a 10% to 30% decrease 
in paper usage if the correct technology is 
used.

• Saving manpower: businesses can save 
money by using computer-controlled devices 
(robotics) to perform repetitive functions.

• Communication speed and costs: telephone 
and postage costs can be cut using 
computers and the internet. This technology 
allows information to be sent and received 
faster than using traditional manual methods. 
The use of smartphones and online meeting 
technology will help employers to keep in 
touch with their employees regularly.

• Efficiency: instead of piles of paperwork, files 
can be stored on computers. Retrieval of old 
documents is much easier when it is stored 
electronically. 

• Accuracy: computers produce more accurate 
data. This, however, depends on the quality 
of the input data emphasising the need to 
validate data entry. If the information entered 
is incorrect, the results are likely to be 
incorrect.

Moral issues relate to the way in which an 
individual may act when using computer-based 
technology.

Ethics is the branch of philosophy that is 
concerned with right and wrong. What is good 
for an individual and what is good for society as 
a whole? 

Developments arising from computer science 
and the resulting digital technologies produce 
ethical implications for individuals and society. 
These implications are not always obvious and 
sometimes lead to unanticipated problems.

Many ethical issues relate to the use and misuse 
of personal data. Many organisations collect 
personal and financial information including 
name, address, finances, health, relationship 
status, employment history and any criminal 
record. This huge volume of data raises a 
number of issues:

• Invasion of privacy: much data is gathered as 
a matter of course and the data subject may 
not have given explicit permission for the 
storage of the data. This can often occur with 
the use of websites on the internet.

• Security of stored data: there are many rules 
that apply to the storage of personal data. If 
data is not stored securely then unauthorised 
access may be gained to the data which may 
then be misused to access a data subject’s 
finances.
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• Access to inappropriate materials: there is a 
significant amount of inappropriate material 
available on the internet, including:

 – Sexual or violent content, including 
photographs and videos, particularly child 
pornography and images of violence and 
torture.

 – Terrorist based material which includes 
materials to radicalise young people or 
instructions to create explosive materials.

 – Illegal hate content including materials 
relating to racism, religion and sexual 
orientation.

• Inappropriate behaviour online: it is 
suggested that behaviours change when 
users go online; they seem to believe 
they are anonymous and can make any 
comments they like without any sense of 
responsibility.

 – Trolling is defined as intentionally starting 
a quarrel or upsetting someone by 
posting insulting or abusive comments 
online.

 – Flaming is the act of posting comments 
often including profanity and/or offensive 
language on social networking sites.

• A right to freedom of speech is often 
presumed in online posting. Some people 
believe that they can say whatever they like 
online without any recompense. To behave 
ethically would mean to recognise the 
feelings of others as well as societal norms.

Ethical and moral behaviour is essential 
when using computer-based technology and 
most organisations have introduced codes 
of conduct to detail the way in which people 
must behave when communicating via ICT.

• Unauthorised access to data also known as 
hacking.  

 – Hacking is a term used for any type of 
misuse of a computer to breach the 
security of another computer system to 
steal or damage data.

 – Ethical hacking takes place when an 
individual or company attempts to hack 
into a computer system to identify its 
weaknesses and vulnerabilities in order 
to strengthen the system to prevent 
unauthorised access to data.

• Breach of copyright

 – Software: software developers and 
software houses spend much time and 
effort developing software which is then 
licenced and sold to end users. Many 
people think that software is too expensive 
and seek to use illegally copied versions 
of the software, which is not regarded as 
ethical behaviour.

 – Copyrighted material such as images, 
videos and music are present on websites 
on the internet. These materials can be 
downloaded and used without permission 
from the copyright holder.

• Misuse of data: in some instances data 
gathered for one purpose may be used for 
a secondary purpose or sold on to another 
organisation leading to intrusive marketing 
and unwanted contact with a third-party 
company.

Cultural issues include all the features that influence 
peoples’ beliefs, attitudes and behaviours. These 
issues have an impact on the way in which societies 
function.

Technology has changed many cultural aspects of 
lives over the last 35 years.  

• 1989: Tim Berners Lee invented the world wide 
web (WWW).

• 1993: the widespread adoption of email.
• 1997: broadband became available to households.
• 1998: Google is developed.
• 1999: Wi-Fi becomes recognised for wireless 

connection to computer systems and the internet.
• 2004: the rise of social media; Facebook was 

established.
• 2006: the social networking and microblogging 

service Twitter was founded.
• 2010: the tablet computer is introduced by Apple.

Technology can sometimes change actions within 
a society for good, with access to information and 
improved communications, but sometimes the 
use of technology can further disadvantage some 
sectors of society. This is particularly obvious when 
the concept of the ‘digital divide’ is considered.

The Digital Divide identifies those who can use 
technology for work, recreation and communication 
and those who cannot use technology due to lack of 
skills or lack of access to technology. This could be 
due to financial or geographical reasons. The recent 
pandemic has highlighted the importance of access 
to technology for homeworking and education.

Other moral and social ethical issues

Moral and ethical issues - continued Cultural issues
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General Data 
Protection 
Regulation 
(GDPR)

This regulation covers the 
collection and processing of 
data from individuals who 
live in the European Union. 
The GDPR law will be 
brought into the UK after 
Brexit as UK GDPR.

Computer 
Misuse Act

The Computer Misuse Act 
also protects personal data 
from unauthorised access 
and manipulation. 

Freedom of 
Information 
Act

The Freedom of Information 
Act provides public access 
to information held by 
public authorities.

Regulation 
of 
Investigatory 
Powers

These regulations control 
the ways in which public 
bodies can carry out 
surveillance operations 
against UK citizens.

Copyright, 
Designs and 
Patents Act

The Copyright laws protect 
the creative work of 
individuals and businesses 
from being used by others 
without payment.

The GDPR requires personal data to be:

• processed lawfully, fairly and in a transparent manner in 
relation to individuals

• collected for specified, explicit and legitimate purposes and 
not further processed in a manner that is incompatible with 
those purposes

• adequate, relevant and limited to what is necessary in relation 
to the purposes for which it is processed

• accurate and, where necessary, kept up to date; every 
reasonable step must be taken to ensure that inaccurate 
personal data, with regard to the purposes for which it is 
processed, is erased or rectified without delay

• kept in a form which permits identification of data subjects 
for no longer than is necessary for the purposes for which the 
personal data is processed

• processed in a manner that ensures appropriate security of 
the personal data, including protection against unauthorised 
or unlawful processing and against accidental loss, destruction 
or damage, using appropriate technical or organisational 
measures.

The GDPR provides the following rights for individuals.

• The right to be informed
• The right of access
• The right to correction
• The right to erasure
• The right to restrict processing
• The right to data portability
• The right to object
• Rights in relation to automated decision making and profiling.

There are exceptions from the GDPR including in relation to 
national security, defence and criminal investigations.

The Computer Misuse Act (CMA) 1990

When the use of computer systems 
became widespread, the Computer Misuse 
Act (CMA) 1990 was put in place to help 
combat issues arising from their misuse.

The Act makes it an offence to:

• access data without permission, e.g. 
looking at someone else’s files

• access computer systems without 
permission, e.g. hacking

• alter data stored on a computer system 
without permission, e.g. writing a virus 
that deliberately deletes data.

The main principle behind freedom of 
information legislation is that people have a 
right to know about the activities of public 
authorities, unless there is a good reason 
for them not to have this information. 

The Act provides public access to 
information held by public authorities in 
two ways:

1. Public authorities are obliged to publish 
certain information about their activities.

2. Members of the public are entitled 
to request information from public 
authorities.

The Act covers any recorded information 
that is held by a public authority in 
England, Wales and Northern Ireland, and 
by UK-wide public authorities based in 
Scotland. 

Exceptions to the GDPR

General Data Protection Regulation Computer Misuse Act

Freedom of Information Act

Terminology

Legal issues are defined as the areas in the 
use of technology where the government 
has passed laws to control the way in which 
technology is used.

Legal issues
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Only nine organisations, including the 
police and the Ministry of Defence, were 
allowed to intercept and monitor electronic 
communications when the Act was originally 
passed in 2000. Thousands of organisations 
now have this right.

There are a number of people who regard 
the RIPA as a threat to our privacy. There are 
increasing concerns that the RIPA is being 
misused by organisations, and that it no longer 
adheres to its original purpose of primarily 
upholding the law and protecting national 
security.

The Copyright, Designs and Patents Act is 
intended to provide creators of digital media to 
control how their work is used and distributed. 
The act covers areas such as music, books, 
films, video games and, particularly, software.

Software developers spend much time and 
money working on new software products. 
When software is sold the buyer receives a 
copy of the original software and a licence that 
governs how it can be used. Some licences 
allow the software to be used on one computer 
and some allow the use on a given number 
of machines. A licence is a legal agreement 
between the seller and the buyer of the 
software. 

It is illegal to give a copy of the software to 
a third party, to make a copy of the software 
and sell it someone else or using software on a 
network if it is not licenced for more than one 
machine.

The Regulation of Investigatory Powers Act 
(RIPA) 2000 is an Act that regulates the powers 
of public bodies to carry out surveillance and 
investigation. It also regulates the interception 
of communications. 

The purpose of the Act is to provide clear 
legal guidelines for organisations, such 
as the security services and the police, to 
carry out surveillance and access the digital 
communications of individuals, such as 
email, telephone calls, text messages etc. 
It also makes it a crime for anyone who is 
not authorised under the Act to carry out 
surveillance and monitoring of communications.

The aim of allowing certain organisations to 
intercept communications is to:

• prevent or detect crimes

• prevent public disorder from occurring

• ensure national security and the safety of the 
general public

• investigate or detect any abnormal or illegal 
use of telecommunication systems.

The Federation Against Software Theft (FAST) was 
set up in 1984 to protect the developers of software 
applications. The organisation aims to prevent 
the use of software in the UK that breaches the 
copyright law.

FAST was the world’s first organisation set up to 
fight piracy (illegal use) of software. FAST has a 
policy of prosecuting people or organisations using 
software in breach of copyright law. FAST also 
campaigns to inform the public of the rules around 
the use of licenced software.

A code of conduct is a set of rules that computer 
users must follow to ensure that they behave in an 
acceptable and ethical manner.

Many organisations have their own codes of 
conduct, but all follow a common set of principles. 
The British Computer Society, an organisation that 
works to ‘promote and advance the education and 
practice of computing for the benefit of the public’ 
suggests that a code of conduct should follow four 
key principles:

• make IT for everyone

• show what you know, learn what you don’t

• respect the organisation or individual you work 
for 

• keep IT real, keep IT professional, pass IT on.

All schools and colleges have codes of conduct or 
acceptable use policies that students must follow 
to be able to use computer systems and remotely 
access learning materials. You will be familiar with 
messages that appear when you log onto your 
school or college computer systems. 

Concerns around privacy

Copyright, Designs and Patents Act

Regulation of Investigatory Powers

FAST

Codes of Conduct

Exceptions to the Freedom of 
Information Act

There are some exemptions, including 
information held for criminal investigations 
or relating to correspondence with the royal 
family, and where disclosure may cause a 
specific type of harm, such as endangering 
health and safety, prejudicing law enforcement 
or prejudicing someone’s commercial interests. 


