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All Candidates' performance across questions

Question Title Mean Max Mark Attempt %
1 552 2.9 2 6 48.3 98.6
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Sticky Note
Usually the question number

Sticky Note
The number of candidates attempting that question


Sticky Note
The mean score is calculated by adding up the individual candidate scores and dividing by the total number of candidates. If all candidates perform well on a particular item, the mean score will be close to the maximum mark. Conversely, if candidates as a whole perform poorly on the item there will be a large difference between the mean score and the maximum mark. A simple comparison of the mean marks will identify those items that contribute significantly to the overall performance of the candidates.
However, because the maximum mark may not be the same for each item, a comparison of the means provides only a partial indication of candidate performance. Equal means does not necessarily imply equal performance. For questions with different maximum marks, the facility factor should be used to compare performance.


Sticky Note
The standard deviation measures the spread of the data about the mean score. The larger the standard deviation is, the more dispersed (or less consistent) the candidate performances are for that item. An increase in the standard deviation points to increased diversity amongst candidates, or to a more discriminating paper, as the marks are more dispersed about the centre. By contrast a decrease in the standard deviation would suggest more homogeneity amongst the candidates, or a less discriminating paper, as candidate marks are more clustered about the centre.


Sticky Note
This is the maximum mark for a particular question


Sticky Note
The facility factor for an item expresses the mean mark as a percentage of the maximum mark (Max. Mark) and is a measure of the accessibility of the item. If the mean mark obtained by candidates is close to the maximum mark, the facility factor will be close to 100 per cent and the item would be considered to be very accessible. If on the other hand the mean mark is low when compared with the maximum score, the facility factor will be small and the item considered less accessible to candidates.


Sticky Note
For each item the table shows the number (N) and percentage of candidates who attempted the question. When comparing items on this measure it is important to consider the order in which the items appear on the paper. If the total time available for a paper is limited, there is the possibility of some candidates running out of time. This may result in those items towards the end of the paper having a deflated figure on this measure. If the time allocated to the paper is not considered to be a significant factor, a low percentage may indicate issues of accessibility. Where candidates have a choice of question the statistics evidence candidate preferences, but will also be influenced by the teaching policy within centres.
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Award 1 mark per advantage up to a maximum of 6 marks

Cost efficiency — elimination of investment in standalone software/servers/
save on licensing costs

Convenience and continuous availability — servers are available wherever the
end user is located/ server uptime better

Backup and Recovery — process is simplified as not on a physical local device
Environmentally friendly — takes fewer resources to compete hence saving
energy and local machine not on all the time.

Resiliency and Redundancy — built on robust architecture and automatic fall-
over between hardware platforms

Scalability and Performance — scalability is built in to cloud deployments and
customer only pays for what they use instead of having to buy a lot of extra not
being used.

Increased Storage Capacity — Can store much more data compared to a PC
Device Diversity and Location Independence — can access the data at a
variety of devices and from a lot of different locations

Smaller learning curve

Can access the data remotely

Allows many users to work on the same document at the same time
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1 mark

Nothing for backed up in one place as that could be on a central file server and not in the
cloud. The points on security are too general. Access remotely is on the mark scheme, which
is where they gain their mark.
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The first mark is gained for the answer being equivalent to the backup being simplified. Can work
where there is a good stable connection is accessing the data from anywhere and environmentally

friendly is on the mark scheme.










6 marks
Excellent answer with the candidate making 6 valid points from the mark scheme.










The use of cloud computing has become very widespread. Explain six advantages
that the use of cloud computing has brought. [6]
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Award 1 mark for naming the tool with a description x 4

Quantitative test- using actual (numerical) data to check the results from a
system

Error logging — Keeping a note of when problems arise and noting when this is
Interviews — talking to staff (asking questions) to see how the new system is
working

Questionnaires / Surveys — forms handed out to / users / workers / customers to
gather information on how the new system is working

Observation / Shadowing watching the system in action.
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The candidate gains nothing for questionnaire as they are not using it to see how well the system
works. The 1° bullet is not quite there as they do not say how they are doing it i.e. survey/interview.










2 marks
The candidate has made a point about error logging and a second about asking questions in a
questionnaire.
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3 marks

The 1° paragraph makes it clear they are using numerical data so they can gain the mark for
quantitative analysis. Error logging is the second point and the third is the use of questionnaires.
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Once a new computer system has been implemented its performance has to
be evaluated. Describe in detail four tools which could be used for gathering
information for the evaluation report. [4]
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Award 1 mark for definition and up to 3 extra marks from either extension

points or how points
Ethical Hacking

Definition:

Hacking into a computer system legally (with permission).

EXTENSION

HOW

Authorised person/ Person employed
by a company/ white hat hacker, to
hack into its own computer systems.

To evaluate the security / identify
potential threats or weaknesses in
systems, networks or system
infrastructure

To document threats or weaknesses.
To provide advice about how to
correct them so organisations can

strengthen their overall security

Help prepare for future cyber attacks

Scanning ports to find problems
fidentify open ports, and take
remedial action.

Scrutinising patch installation
processes to be sure that they don't
introduce new vulnerabilities in the
updated software that can be
exploited.

Performing network traffic analysis
Intrusion prevention systems.
Attempting to evade intrusion
detection systems, honeypots and
firewalls.
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0 marks
Candidate is really talking about hacking and not how and why ethical is used.
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2 marks
The 1 sentence covers the definition and being employed to do it covers with permission. 2™ point is
the purpose of looking for weaknesses.
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3 marks

The 1° sentence covers the definition and being employed to do it covers with permission. Making a
report is the second point and the 3™ point is about the company then being able to make
improvements.










One method used by organisations to prevent deliberate cyber-attacks is ethical
hacking. Describe in detail what is meant by ethical hacking and describe how this
can be done. [4]







































































































