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All Candidates' performance across questions

Question Title N Mean S D Max Mark F F Attempt %
1 552 2.9 2 6 48.3 98.6
2 541 2.5 1.8 6 42.3 96.6
3 556 1.7 1.3 4 41.8 99.3
4 517 2.6 2.6 8 33.1 92.3
5 543 2.2 1.4 6 36.1 97
6 551 2.9 1.5 9 32.3 98.4
7 548 2.2 1.2 4 55.3 97.9
8 556 1.7 1.2 4 41.5 99.3
9 453 1 1.7 6 17 80.9

10 497 1.7 1.6 6 28.8 88.8
11 471 1.7 1.4 4 41.7 84.1
12 460 2.4 2.7 9 27.1 82.1
13 295 1.2 1.4 6 19.6 52.7
14 279 0.8 1.1 5 16.8 49.8
15 330 5.5 1.9 7 78 58.9
16 211 2.3 2.3 8 28.4 37.7
17 215 1.4 1.2 4 35.5 38.4
18 223 2.5 1.5 6 42.2 39.8
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Sticky Note
Usually the question number

Sticky Note
The number of candidates attempting that question


Sticky Note
The mean score is calculated by adding up the individual candidate scores and dividing by the total number of candidates. If all candidates perform well on a particular item, the mean score will be close to the maximum mark. Conversely, if candidates as a whole perform poorly on the item there will be a large difference between the mean score and the maximum mark. A simple comparison of the mean marks will identify those items that contribute significantly to the overall performance of the candidates.
However, because the maximum mark may not be the same for each item, a comparison of the means provides only a partial indication of candidate performance. Equal means does not necessarily imply equal performance. For questions with different maximum marks, the facility factor should be used to compare performance.


Sticky Note
The standard deviation measures the spread of the data about the mean score. The larger the standard deviation is, the more dispersed (or less consistent) the candidate performances are for that item. An increase in the standard deviation points to increased diversity amongst candidates, or to a more discriminating paper, as the marks are more dispersed about the centre. By contrast a decrease in the standard deviation would suggest more homogeneity amongst the candidates, or a less discriminating paper, as candidate marks are more clustered about the centre.


Sticky Note
This is the maximum mark for a particular question


Sticky Note
The facility factor for an item expresses the mean mark as a percentage of the maximum mark (Max. Mark) and is a measure of the accessibility of the item. If the mean mark obtained by candidates is close to the maximum mark, the facility factor will be close to 100 per cent and the item would be considered to be very accessible. If on the other hand the mean mark is low when compared with the maximum score, the facility factor will be small and the item considered less accessible to candidates.


Sticky Note
For each item the table shows the number (N) and percentage of candidates who attempted the question. When comparing items on this measure it is important to consider the order in which the items appear on the paper. If the total time available for a paper is limited, there is the possibility of some candidates running out of time. This may result in those items towards the end of the paper having a deflated figure on this measure. If the time allocated to the paper is not considered to be a significant factor, a low percentage may indicate issues of accessibility. Where candidates have a choice of question the statistics evidence candidate preferences, but will also be influenced by the teaching policy within centres.
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6 marks 
Excellent answer with the candidate making 6 valid points from the mark scheme. 
 
Ques�on11 
 


 
0 Marks 
The candidate gains nothing for questionnaire as they are not using it to see how well the system 
works.  The 1st bullet is not quite there as they do not say how they are doing it i.e. survey/interview. 
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0 5 Award 1 mark per advantage up to a maximum of 6 marks 6 


 • Cost efficiency – elimination of investment in standalone software/servers/ 
save on licensing costs 


• Convenience and continuous availability – servers are available wherever the 
end user is located/ server uptime better 


• Backup and Recovery – process is simplified as not on a physical local device 


• Environmentally friendly – takes fewer resources to compete hence saving 
energy and local machine not on all the time. 


• Resiliency and Redundancy – built on robust architecture and automatic fall-
over between hardware platforms 


• Scalability and Performance – scalability is built in to cloud deployments and 
customer only pays for what they use instead of having to buy a lot of extra not 
being used. 


• Increased Storage Capacity – Can store much more data compared to a PC 


• Device Diversity and Location Independence – can access the data at a 
variety of devices and from a lot of different locations 


• Smaller learning curve 


• Can access the data remotely 


• Allows many users to work on the same document at the same time 
 


 


0 6 Award one mark per point up to a maximum of 9 9 


 • Companies can now advertise goods to a global market on their own website 


• Have pop up adverts on other sites 


• Suggest suitable products customers might be interested in / special offers 


• Can email target customers based on previous orders 


• Companies can sell goods to a global market 


• Customers use credit cards secure payment site or internet banking to pay for 
goods online 


• Store customer details to speed up shopping 


• Advertise on many software platforms from websites to social media. 


• Produce websites which can run on many different types of devices. 


• Keep an eye on competitors’ products and prices and adjust own if needed 


• Customers can email enquiries / get email order confirmation 


• Customers can track orders / send emails of times of deliveries 


• Selling on address lists to other companies for junk mail / marketing to 
prospective customers by email 


• Storing ‘wish lists’ and reminding potential customers by email that they have 
items in the shopping basket un-purchased. 


• Having good reviews on their website attracts customers. 


• There are many subscription services available e.g. access to closed legal 
databases, metcheck weather forecasts. 


• Companies no longer provide printed manuals for products but provide advice 
and tutorial sites e.g. software programs/ chat to a customer service person 


• Electronic data interchange between shops and HQ e.g. looking up database 
to see if a product is in stock in another store. 


• Consumer to Consumer sales e.g. sites where shoppers sell directly to other 
shopper such as ebay. 


• Data mining to spot trends 
 
QWC on this question 
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1 mark 
Nothing for backed up in one place as that could be on a central file server and not in the 
cloud.  The points on security are too general.  Access remotely is on the mark scheme, which 
is where they gain their mark. 


 
  












 
 


 
 
3 marks 
The first mark is gained for the answer being equivalent to the backup being simplified.  Can work 
where there is a good stable connection is accessing the data from anywhere and environmentally 
friendly is on the mark scheme. 
  












 
 


 
 
 
6 marks 
Excellent answer with the candidate making 6 valid points from the mark scheme. 
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0 Marks 
The candidate gains nothing for questionnaire as they are not using it to see how well the system 
works.  The 1st bullet is not quite there as they do not say how they are doing it i.e. survey/interview. 
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SECTION A


Answer all questions.


0 1 	 Without a well-designed Human Computer Interface (HCI) a computer will be 
more difficult to use. Other than disabled access, clear navigation structure 
and online help, describe three factors that should be taken into account when 
designing a good HCI.� [6]


0 2 	 A computer engineer has been asked to write a report on updating a company’s 
network. Discuss the relative advantages and disadvantages of ring and mesh 
network configurations that would be included in the report. � [6]


0 3 	 When designing a network there are a number of factors which influence the 
choice. For each of the following factors give two considerations that would 
influence the choice.� [2 x 2]


	 •	 How the system will be used


	 •	 Cost.


0 4 	 Organisations often find that having an ineffective Management Information 
System (MIS) can be disastrous. Describe, in detail, four factors that can help 
make a MIS effective. � [4 × 2]


0 5 	 The use of cloud computing has become very widespread. Explain six advantages 
that the use of cloud computing has brought.� [6]


0 6 	 Describe in detail the different ways companies can use the internet in order to 
attract and retain customers.� [9]


0 7 	 Codes of Conduct were introduced into the workplace for employees using IT. 
Describe four potential problems which the Code of Conduct was designed to help 
prevent.� [4]


0 8 	 Mobile access to the Internet, using many different types of devices, has made 
changes to the way people work. Other than being able to work from anywhere, 
describe the advantages and disadvantages, for the employee of having mobile 
access to the Internet.� [4]


0 9 	 Configuration management is very important for network management. Describe 
what is meant by configuration management and give four advantages this 
gives to a network manager.� [6]


1 0 	 Explain what is meant by the following in terms of relational databases:


		  Data integrity and Data independence, 


		  Entity relationship modelling, 


		  Data normalisation.� [6]
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1 1 Award 1 mark for naming the tool with a description x 4 4 


 Quantitative test- using actual (numerical) data to check the results from a 
system 
Error logging – Keeping a note of when problems arise and noting when this is 
Interviews – talking to staff (asking questions) to see how the new system is 
working 
Questionnaires / Surveys – forms handed out to / users / workers / customers to 
gather information on how the new system is working 
Observation / Shadowing watching the system in action. 
 


 


1 2 Award 1 mark for naming the characteristic, 1 mark for describing the 
characteristic and 1 mark for an extension x3 
If Characteristic description is clear enough, can award the first mark 
without the name. 
 


3x3 
  


 Volume (1) 
 


Characteristic (1) Extension (1) 


Big data implies enormous volumes 
(amounts) of data. 


• Data is generated by machines, 
devices and networks. 


• Data is generated by human 
interaction on systems like social 
media 


 
Variety (1) 
 


Characteristic (1) Extension (1) 


There are many sources and types of 
data both structured and 
unstructured. 


• Data comes in many forms e.g. 
word processed documents, 
spreadsheets, databases, emails, 
photos, videos, monitoring devices, 
PDFs, audio, etc 


• The variety of unstructured data 
creates problems for storage, 
mining and analysing data. 


 
Validity (1) 
 


Characteristic (1) Extension (1) 


Validity refers to the biases, noise 
and abnormality in data / correctness. 


• the data that is being stored, and 
mined meaningful to the problem 
being analysed 


 
Variability (1) 
 


Characteristic (1) Extension (1) 


In addition to velocity and variety, 
data will come in periodic peaks and 
troughs/variable through time 


• What is trending in social media. 


• Daily/seasonal variations. 


• Event driven peaks. 


  


 








 
 


 
 
 
6 marks 
Excellent answer with the candidate making 6 valid points from the mark scheme. 
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0 Marks 
The candidate gains nothing for questionnaire as they are not using it to see how well the system 
works.  The 1st bullet is not quite there as they do not say how they are doing it i.e. survey/interview. 
 












 
 


 
 
2 marks 
The candidate has made a point about error logging and a second about asking questions in a 
questionnaire. 
 
 
 


 
 
 
 
3 marks 
The 1st paragraph makes it clear they are using numerical data so they can gain the mark for 
quantitative analysis.  Error logging is the second point and the third is the use of questionnaires. 
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3 marks 
The 1st paragraph makes it clear they are using numerical data so they can gain the mark for 
quantitative analysis.  Error logging is the second point and the third is the use of questionnaires. 
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SECTION B


Answer either questions 13 to 15 or questions 16 to 18.


1 3 	 A number of large companies now use distributed databases. Other than main 
server failure, discuss the advantages and disadvantages of using distributed 
databases.� [6]


1 4 	 Explain in detail the benefits of using a Database Management System (DBMS).�[5]


1 5 	 A Tent Hire Company uses a relational database management system for 
organising its lending for events. Customers only ever hire one tent at a time. Part 
of one table in the Tent Hire Company database is likely to be:


	 Tent [TentID, Type, Height, Floorarea, Colour, NumberOfPoles, CostPerDay]


	 with TentID being the primary key.


	 Give two other tables you would expect to see in this database, identifying any 
primary or foreign keys.� [7]


1 6 	 Organisations use several ‘operational procedures’ for preventing misuse. 


	 Other than defining procedures for downloading from the Internet, use of 
removable media and personal backup procedures, describe using distinct 
examples, four possible operational procedures for preventing misuse of data. 
� [4 x 2]


1 7 	 One method used by organisations to prevent deliberate cyber-attacks is ethical 
hacking. Describe in detail what is meant by ethical hacking and describe how this 
can be done.� [4]


1 8 	 Discuss the impact the Internet has had on communities. � [6]


1 1 	 Once a new computer system has been implemented its performance has to 
be evaluated. Describe in detail four tools which could be used for gathering 
information for the evaluation report. � [4]


1 2 	 Describe in detail three characteristics of Big Data in relation to large data sets 
used in data processing.� [3 x 3]


END OF PAPER





















Ques�on 17 
 


 
 
0 marks 
Candidate is really talking about hacking and not how and why ethical is used. 
 
 
 
 
 
 
 
 


 
 
2 marks 
The 1st sentence covers the definition and being employed to do it covers with permission.  2nd point is 
the purpose of looking for weaknesses. 
 
  












 
 


 
 
3 marks 
The 1st sentence covers the definition and being employed to do it covers with permission.  Making a 
report is the second point and the 3rd point is about the company then being able to make 
improvements. 
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1 7 Award 1 mark for definition and up to 3 extra marks from either extension 
points or how points 


4 
  


 Ethical Hacking 
 
Definition: 
Hacking into a computer system legally (with permission). 
 


EXTENSION HOW 


Authorised person/ Person employed 
by a company/ white hat hacker, to 
hack into its own computer systems. 
 
To evaluate the security / identify 
potential threats or weaknesses in 
systems, networks or system 
infrastructure 
 
To document threats or weaknesses. 
 
To provide advice about how to 
correct them so organisations can 
strengthen their overall security 
 
Help prepare for future cyber attacks 


• Scanning ports to find problems 
/identify open ports, and take 
remedial action. 


• Scrutinising patch installation 
processes to be sure that they don't 
introduce new vulnerabilities in the 
updated software that can be 
exploited. 


• Performing network traffic analysis 
• Intrusion prevention systems. 


Attempting to evade intrusion 
detection systems, honeypots and 
firewalls. 


  


 


1 8 Any points for a mark up to a maximum of six. Must be at least one positive 
and one negative effect. 


6 
  


 Indicative content 
 
Positive effects 


• Blogs and chats can be set up to allow communities to discuss local issues 
such as planning, problem groups, anti-social neighbours and other policing 
issues, community events etc 


• Local ‘swap shops’ to give away or sell goods/services 


• Housebound members of the community are less isolated as people can 
contact them, easier to check everything is ok 


• Opportunities for employment can be advertised within the community on local 
websites 


• Local citizen advice websites can be set up to deal with the problem websites 
 
Some argue that the Internet has increased: 


• the number of valuable interactions e.g. keeping people in touch with families 
whilst travelling using Internet cafes. 


• increased awareness of geographically separated cultures 


• stops the spread of inappropriate materials such as pornography, terrorism 


• protects younger children online 


• Donation to charity pages etc - Donate to charities pages can be set 
up/contributed to. 
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0 marks 
Candidate is really talking about hacking and not how and why ethical is used. 
 
 
 
 
 
 
 
 


 
 
2 marks 
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the purpose of looking for weaknesses. 
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3 marks 
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SECTION B


Answer either questions 13 to 15 or questions 16 to 18.


1 3 	 A number of large companies now use distributed databases. Other than main 
server failure, discuss the advantages and disadvantages of using distributed 
databases.� [6]


1 4 	 Explain in detail the benefits of using a Database Management System (DBMS).�[5]


1 5 	 A Tent Hire Company uses a relational database management system for 
organising its lending for events. Customers only ever hire one tent at a time. Part 
of one table in the Tent Hire Company database is likely to be:


	 Tent [TentID, Type, Height, Floorarea, Colour, NumberOfPoles, CostPerDay]


	 with TentID being the primary key.


	 Give two other tables you would expect to see in this database, identifying any 
primary or foreign keys.� [7]


1 6 	 Organisations use several ‘operational procedures’ for preventing misuse. 


	 Other than defining procedures for downloading from the Internet, use of 
removable media and personal backup procedures, describe using distinct 
examples, four possible operational procedures for preventing misuse of data. 
� [4 x 2]


1 7 	 One method used by organisations to prevent deliberate cyber-attacks is ethical 
hacking. Describe in detail what is meant by ethical hacking and describe how this 
can be done.� [4]


1 8 	 Discuss the impact the Internet has had on communities. � [6]


1 1 	 Once a new computer system has been implemented its performance has to 
be evaluated. Describe in detail four tools which could be used for gathering 
information for the evaluation report. � [4]


1 2 	 Describe in detail three characteristics of Big Data in relation to large data sets 
used in data processing.� [3 x 3]


END OF PAPER
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